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ABSTRACT 
 
Risk management analysis is one of the new requirements under MAP-21 and 
subsequently the FAST Act that separates transportation asset management programs 
(TAMP) from business as usual for the State departments of transportation (DOTs). 
Based on this requirement, each agency will discuss the concept of risk and how it 
should be incorporated into its transportation asset management program as well as 
how it informs maintenance practices, asset replacement or rehabilitation, and 
emergency management and response planning. This will require an agency to provide 
a list of risk exposures and document its system-wide risk management strategy.  
As a result, this research investigates the state of the practice of how agencies 
are developing their risk-based asset management plan and discusses 
recommendations for future research. The survey results show that state highway 
agencies are increasingly adapting the way they do business to include explicit 
considerations of risks. At the moment, this consideration of risk is not linked to data, 
and as a result most agencies do not have a data driven way of tracking risks and 
updating their risk exposures. Accordingly, this research proposed a data integration 
framework utilizing Geographic Information Systems (GIS) and Application 
Programming Interface (API) to implement a risk management database of all the 
relevant variables an agency needs for risk modeling to drive risk mitigation, risk 
monitoring, risk updates, and decision making. In addition, this study proposed 
modifications to the risk register workshop that leverages the collaborative aspects of 
risk management to quantify risk in monetary terms. 
vii 
 
This study leverages available data and analysis tools to help agencies 
visualize and articulate, in both qualitative and quantitative terms, how the 
combination of various risks and strategies would influence performance targets. The 
significance of the results highlights the need for further research on data driven risk 
management and to synthesize methodologies for integrating risk assessment into the 
agency’s decision-making process. 
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CHAPTER 1.  GENERAL INTRODUCTION 
 
Background 
Since the majority of the Eisenhower Interstate Highway System was completed in the 
1980s, investment and innovation in the U.S. transportation infrastructure—roads and bridges, 
airports, public transit, and railway systems—have trailed other leading world economies even 
though traffic volumes, weight of freight, and legal truck weight limits have all changed 
considerably (1). As a key source of revenue, the federal fuel tax was last raised in 1993 (2) and 
since it is not indexed to inflation, it has experienced a cumulative loss in purchasing power of 
74.4 percent between 1993 and 2018 (3). In addition, fuel efficiency has doubled between 1974 
and 2003 putting a squeeze on this funding mechanism for US infrastructure (1). To put it in 
perspective, Americans are driving two times as many miles per gallon (4), hence while revenue 
is dropping, traffic volume has increased worsening the congestion of US highways and putting a 
strain on the infrastructure (5).  
In 2008, the United States Congress established the National Surface Transportation 
Infrastructure Financing Commission (NSTIFC) to provide recommendations for policy and 
action that will inform efforts towards a national surface transportation system that is more 
efﬁcient, more effective, and more sustainable. The commission’s report confirmed that system 
demands were outpacing investment in the U.S. transportation infrastructure as well as the fact 
that system maintenance was competing with the necessary expansion of the system (6). In the 
report, the commission’s estimates of surface transportation investment needs with baseline 
revenue projections showed a federal highway and transit funding deficit of nearly $400 billion 
in 2010-15 and projected to hit $2.3 trillion through 2035. As a result, among the 
recommendations made by the commission in response to its charge was the proposal of a 
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national asset management program that will keep the nation’s infrastructure in a state of good 
repair and increase system reliability (7). 
Asset Management Timeline 
Asset management, although not a new concept, is a practice that is growing in the 
transportation industry (8). The beginning of asset management application by a transportation 
agency can be traced back to the American Association of State Highway Officials’ (AASHO) 
Road Tests conducted in the late 1950s to determine the relationship between structural designs 
and expected loading over pavement life (9). The results of this study led to the development of 
performance measures and the ability to forecast pavement condition and, eventually, pavement 
management systems (PMS). Two decades later, bridge management programs in the United 
States began in response to Federal legislation after the collapse of the Silver Bridge, between 
Ohio and West Virginia, in 1967 (9). Today, state transportation agencies have established 
pavement and bridge inspection programs and most have made significant progress in the 
implementation of PMS as well as bridge management system (BMS) which was formalized in 
the mid-1990s (8, 10). 
In 1991, the Intermodal Surface Transportation Efficiency Act (ISTEA) was signed into 
law as the first U.S. federal legislation on transportation planning and policy in the post-
Interstate Highway System era which shifted emphasis from highway expansion to maintenance 
and preservation (11). ISTEA was based on asset management principles, going as far as to 
mandate the establishment of six management systems- pavement, bridges, highway safety, 
traffic congestion, public transportation facilities and equipment, and intermodal transportation 
facilities and systems- a requirement that was later rescinded (9, 11, 12).  
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Using asset management, state departments of transportation (DOTs) have made progress 
in reducing the total cost of designing, acquiring, operating, maintaining, replacing, and 
disposing of their capital transportation assets during their useful lives while accomplishing the 
desired levels of service (13). According to the American Association of State Highway and 
Transportation Officials (AASHTO), a transportation asset management program (TAMP) is a 
strategic approach that focuses on a DOT’s business process for resource allocation and 
utilization with the objective of better decision making based on quality information and well-
defined goals (14).  
Following these guidelines, a well-developed asset management system must include the 
following: asset inventory and condition assessment, asset management objectives and measures, 
performance gap assessment, lifecycle cost considerations, financial plan, and investment 
strategies (8). 
The asset inventory and condition assessment provide an overview of the assets owned 
by an agency, and a comprehensive description of the current conditions of those assets in terms 
of materials, age, components, condition rating and replacement value. Understanding what 
assets an agency owns and its current condition is typically the ground zero of any successful 
asset management plan.  
Asset management objectives and measures describe the methods that an agency is using 
to track and manage performance and how those measures are selected to support the agency’s 
overall goals and objectives. If a TAMP was an optimization problem, then this component of 
the TAMP defines the target to maximize given the agency’s resource constraints.  
Under performance gap assessment, current and future target levels of service and 
performance are identified for each asset. Measures of service can be in terms of condition, 
4 
 
 
 
reliability and availability or operational parameters. It answers the question of how well the 
available resources can maintain the desired performance targets. It helps the agency provide a 
warranty on their operations.  
The life cycle cost analysis (LCCA) provides more detailed information about the assets, 
such as condition and performance summaries, asset life cycles, useful and remaining lives. In 
addition, it identifies what the critical assets are and proposes condition and performance models 
that define the relationship between the agency’s actions to improve the assets versus the costs to 
do so. It is obvious that when evaluating alternative maintenance objectives, assets deteriorate 
over time and most LCCA require some means of modeling that deterioration and the effects of 
maintenance actions on the rate of deterioration.  
The financial plan component includes details of the funding available for TAMP 
activities, and how it has been programmed by asset type. This component is linked to, and 
reflective of the agency’s capital improvement plan. The focus of this component is not just on 
the amount of available funding but on revenue sources and a comparison of currents needs with 
past condition and spending patterns.  
The investment strategies of a TAMP describe the process by which an agency translates 
its data, objectives, measures, and policies into decisions on how to spend its limited resources. 
This section uses the available funding detailed in the financial plan to provide at least two 
scenarios: 1) projected trends toward goals using the existing funds; and 2) the required funds 
needed to meet all goals. 
However, state DOTs tend to limit TAMP to the physical serviceability of the asset in 
terms of condition measures and structural sufficiency ratings for pavements and bridges 
respectively (14). A viable financial plan and investment strategies can only be accomplished if 
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risk considerations are a part of the overall TAMP. To this end, on July 6, 2012, the Moving 
Ahead for Progress in the 21st Century Act (MAP-21) was signed into law by President Obama. 
It is the first long-term highway authorization passed since 2005. Like ISTEA, more than two 
decades prior, MAP-21 is a milestone legislation on the road towards a more efﬁcient, more 
effective, and more sustainable national surface transportation infrastructure.  
MAP-21 creates a streamlined, performance-based, and multimodal program to address 
the many challenges facing the nation’s transportation system. These challenges include 
improving safety, maintaining infrastructure condition, reducing traffic congestion, improving 
efficiency of the system and freight movement, protecting the environment, and reducing delays 
in project delivery (15). 
Under MAP-21, performance management became an integral part of federal highway 
programs by providing a basis for a more efficient investment of federal transportation funds. 
Consequently, it focuses on national performance goals, increasing the accountability and 
transparency of the federal highway programs, and improving transportation investment decision 
making through a performance-based paradigm. This paradigm is codified in the requirement for 
the development of risk-based transportation asset management plans (TAMP) that includes 
strategies resulting in a set of programs that would make progress toward achievement of the 
State targets for asset condition and performance of the National Highway System (NHS). The 
Fixing America’s Surface Transportation Act (FAST) that was signed into law December 4, 
2015, provides long-term funding certainty for surface transportation infrastructure planning and 
investment, which builds on the changes made by MAP-21 (16). 
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Risk Management Integration 
Risk management analysis is one of the new requirements under MAP-21 and 
subsequently FAST ACT that separates TAMP from business as usual for the State DOTs by 
requiring State DOTs to adopt the same business practices that are prevalent in private enterprise 
and international transportation agencies. Risk management is a process of analytical and 
management activities that focuses on identifying and responding to the inherent uncertainties of 
managing a complex organization and managing capital facilities (17). The International 
Organization for Standardization (ISO) defines risk management as the effects of uncertainty on 
objectives (18). Therefore, risk management is necessary to ensure that agencies are able to 
effectively implement their TAMP. Risk management is a cyclic process as shown in Figure 1.1 
(19) and it is made up of the following components: 
• Event Identification. Identify risk events that could impact an agency’s ability to 
effectively manage its assets. This involves identifying and documenting all foreseeable 
risks and the triggers that can undermine agency goals and objectives 
• Risk Assessment. Evaluate the likelihood of an event happening and the consequences if 
it were to happen. This helps an agency make the best decision by comparing the extent 
of a risk with the agency’s risk tolerance as it relates to its programs and projects. 
• Risk Response. Identify a plan for responding to each of the highest ranked risks by 
treating it or mitigating the risks to acceptable levels. 
• Control Activities. Implement the risk response strategies identified in the risk response 
stage. 
• Risk Monitoring. Monitor and respond to possible events, and evaluate the mitigation 
strategies to ensure that it still appropriate to the risk characteristics. 
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  Hence, a risk-based asset management approach is tasked with identification of risks that 
affect the DOT’s capacity to meet its stated goals, assessment of the impacts of the risks as well 
as proffering mitigation (20). The DOT’s mitigation strategies are greatly improved by an 
objective mechanism for measuring the identified risks, as this will help drive possible mitigation 
activities- ensuring that the response does not overstate or understate the risk event. The 
monitoring and updating of the risk management process is critical to ensure that new risks are 
identified, and existing risks are tracked and updated (17). To help agencies understand the 
impacts associated with the risks as they occur, agencies need to properly track asset failures as 
well as the impacts of poor data, inadequate funding, and the lack of decision support tools on 
their operations and planning. In addition, this would enable the agency to quantify the 
likelihoods of these risks. This ability to track and quantify risk would benefit the risk 
classification process (21) and its seamless integration into an asset management plan. 
Figure 1.1 Risk Management Process (19) 
8 
 
 
 
Furthermore, it will help ensure that the financial plan and investment strategy components of 
the TAMP are appropriate to ensure that the agency continues to fulfil its primary 
responsibilities.  
One important aspect missing that is worth stating is how agencies intend to use risk to 
modify their decision-making process. However, to get to that point, there is need for a risk 
management framework that will help agencies transform their data collection endeavors into 
actionable business intelligence. This dissertation focuses on developing such a risk management 
framework that will provide decision makers with the ability to track risks in quantitative terms 
and a framework for prioritizing those risks.  
Research Objectives 
The goal of asset management is the development of a decision-support framework that is 
integrated with quantitative data on how an organization’s resources and decision-making 
impacts its facilities’ current and future performance (11) in the face of uncertainties. In order to 
accomplish this, this research has the following objectives:  
• To investigate the current state of the practice for integrating risk management in U.S. 
state highway agencies’ TAMPs. In the process, synthesize inputs from state 
transportation departments on their TAMP readiness, risk identification process, and what 
available data were used to generate the risk registers, as well as future research 
endeavors. 
• To develop a framework, that is cognizant of the qualitative and quantitative nature of 
risk, for a geographic information system (GIS)-enabled database appropriate for risk 
modelling. 
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• To implement the GIS-enabled risk management database fully integrated with a 
mechanism for estimating probability, severity, and consequences of a risk event 
happening based on available data. 
Research Approach 
Three major tasks are conducted to fulfill the objectives of this study. Figure 1.2 shows 
the overall methodology and organization of the dissertation. The first objective of this research 
is to synthesize a state of the practice survey of all 50 state highway agencies to understand how 
each DOT is currently integrating risk management into their TAMP, what available data (hard 
data or soft data) informed the risk identification process, and what additional data were needed 
to properly execute the risk assessment process.  
The results of this state of the practice survey along with a review of all TAMP 
documents submitted by state highway agencies are then used to propose the design and 
implementation of a GIS-enabled database for risk management as a template for driving a 
quantitative approach to risk assessment, tracking, and monitoring to enhance the decision-
support infrastructure. As a result, the second objective covers the development of a data 
integration framework that would result in a GIS-enabled risk management database that is 
populated by integrating data across divisions and assets with external data sources that are 
necessary for capturing the risk characteristics of an agency.  
The final and third objective is the implementation of the risk management database- a 
comprehensive cross-asset database of all the important data items that agencies need to 
successfully execute their risk-based asset management plan. This will form the basis for 
quantifying the relationship between risk and consequences and integrating the results in a GIS-
enabled dashboard and data mining applications for visualization and data modelling. 
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FIGURE 1.2  Research Methodology 
Dissertation Organization 
This dissertation is divided into five chapters. Chapter 1 provides a general introduction 
that includes brief background information, dissertation objectives, dissertation organization, and 
expected contribution of the research.  
Chapters 2-4 comprise papers that have been either published or prepared for submission 
to peer reviewed journals. The papers are ordered in the dissertation as follows: 
Chapter 2: Risk management and data needs: a state of the practice survey of state 
highway agencies 
 This paper was presented at the 97th Transportation Research Board (TRB) Annual 
Meeting and published in the Transportation Research Record Vol 2672, Issue 44, 2018. 
Chapter 2 presents findings from the state of the practice survey of how state highways 
agencies are integrating risk in their TAMPs as well as identified research needs to facilitate state 
DOTs compliance with the MAP-21 and FAST Act requirements. It includes a discussion of 
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agencies’ TAMP readiness, the risk identification process, and what available data were used to 
generate the risk registers.   
Chapter 3: Database design and data integration framework for risk management by state 
highway agencies 
Chapter 3 proposed a framework for designing and developing a risk management 
database by integrating all the relevant data that drives an agency’s risk management process. It 
identified the challenges facing data integration implementation and recommended best practices 
for overcoming the challenges by proposing modifications to the risk identification process that 
is currently in place at all state highway agencies. The proposed modifications captures the 
qualitative and quantitative nature of risk management. 
Chapter 4: Risk management database implementation framework for state highway 
agencies 
Chapter 4 implemented the data integration framework using Iowa DOT data and risk 
registers to implement a risk management database. In the process, designed an API for data 
extraction, integration, and risk calculation. This chapter also provided guidance on how 
agencies can measure risk related to data collection and data modelling.   
Finally, Chapter 5 summarizes the major findings of the study and includes 
recommendations for future work. 
Expected Contribution 
The need for a model that quantifies the relationship between risk events and cost is 
critically needed. From the state of the practice survey, state highway agencies are taking more 
and more ownership of their TAMP. This is obvious in how some agencies are reorganizing their 
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asset management groups to include a policy-focused group in charge of development and a 
technical group in charge of the risk management process and implementation.  
Currently, the risk assessment process is driven more by a subjective process than by data 
that is currently tracked. This research project will build on the state of practice by developing a 
data integration template that will result in risk management database integrating and tracking 
quantitative risk measures in a GIS environment for visualization and data analytics. This effort 
will go a long way to help DOTs with risk assessment, mitigation and recovery strategies as well 
as complement efforts toward a national surface transportation system that is more efﬁcient, 
more effective, and more sustainable.   
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CHAPTER 2.  RISK MANAGEMENT AND DATA NEEDS: A STATE OF THE 
PRACTICE SURVEY OF STATE HIGHWAY AGENCIES 
 
Modified from a paper published in the Transportation Research Record (TRB). Vol 2672, Issue 
44, 2018 
Inya Nlenanya and Omar Smadi 
Institute for Transportation, Iowa State University, Ames, IA 
 
 
Abstract 
Risk management analysis is one of the new requirements under MAP-21 that separates 
transportation asset management programs from business as usual for the State departments of 
transportation (DOTs). Based on this requirement, each agency will discuss the concept of risk 
and how it should be incorporated into its transportation asset management program as well as 
how it informs maintenance practices, asset replacement or rehabilitation, and emergency 
management and response planning. This will require an agency to provide a list of risk 
exposures and document its system-wide risk management strategy. This paper presents the 
results of a state of the practice survey of how agencies are developing their risk-based asset 
management plan and discusses recommendations for future research. The results show that state 
highway agencies are increasingly adapting the way they do business to include explicit 
considerations of risks. At the moment, this consideration of risk is not linked to data, and as a 
result most agencies do not have a data driven way of tracking risk and updating their risk 
exposures. The significance of the results highlights the need for further research on data driven 
risk management and to synthesize methodologies for integrating risk assessment into the 
agency’s decision-making process. 
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Introduction 
On July 6, 2012, the Moving Ahead for Progress in the 21st Century Act (MAP-21) was 
signed into law by President Obama. MAP-21 and the Fixing America’s Surface Transportation 
Act (FAST) which supersedes MAP-21, require states to develop and implement a risk-based 
asset management plan for the national highway system (NHS) to improve or preserve the 
condition of the assets and the performance of the system. The legislation focuses on the 
development of a transportation asset management program (TAMP) for bridges and pavements 
on the NHS, as well as other infrastructure assets within the right-of-way corridor (1, 2).  
Risk management analysis is one of the new requirements under MAP-21/FAST that 
separates TAMP from business as usual for the State departments of transportation (DOT). As a 
result of this requirement, each agency will discuss the concept of risk and how it has been 
incorporated into its TAMP as well as how it informs maintenance practices, asset replacement 
or rehabilitation, and emergency management and response planning. This will require an agency 
to provide a list of risk exposures and document its system-wide risk management strategy. The 
intent of this paper is to understand how each state is currently integrating risk management into 
their (TAMP), what available data informed the risk identification process and what additional 
data is needed to properly execute the risk assessment process. To accomplish this, an online 
survey of state DOTs was conducted to determine how risk management is being integrated. In 
this paper, we summarize the responses to the survey as well as discuss its implications for risk-
based asset management. 
Background 
Risk is defined as the positive or negative effects of uncertainty upon agency objectives 
(3). Risk is anything that minimizes one’s ability to achieving stated goals and objectives. While, 
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the entire concept of risk management is to control potential negative outcomes, in the case of 
positive risks, it occasionally deals in opportunity (4) by supporting activities that foster 
innovation or bringing about the greatest returns on investment (5). Hence, risk management is a 
process of analytical and management activities that focus on identifying and responding to the 
inherent uncertainties of managing a complex organization and managing capital facilities (3, 6). 
In the context of transportation agencies, it generally consists of the strategic and systematic 
process of operating, maintaining, and improving physical assets and managing their highway 
network with an emphasis on minimizing threats and maximizing opportunities. Hence, a risk-
based asset management approach is tasked with identification of risks that affect the DOT’s 
ability to meet its stated goals, assessment of the impacts of the risks as well as proffering 
mitigation (4). At the core of this is the ability for transportation agencies to be able to have a 
mechanism for measuring the identified risks, as this will help drive the possible mitigation 
activities. 
These risks are generally a result of anticipated future outcome dependent on metrics of 
both present conditions as well as future predictions. They cut across technology, human 
resources, weather and environmental conditions among other things. Colorado DOT considered, 
as part of their TAMP process, the following three levels of risk (7): 
1. Agency (Strategic, Corporate) Risks – Affects mission, vision, and overall results of the 
asset management program.  Examples include politics, public perception, reputation, 
levels of available revenue, etc. 
2. Programmatic (Business Line) Risks – Affects DOTs ability to deliver projects and meet 
targets within a program.  These may include organizational and systemic issues as well 
as revenue and economic uncertainties that in general cause project delay.  These issues 
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can be multivariate. Examples include project delivery risks, revenue uncertainties, cost-
estimating processes, revenue and inflation projection inaccuracies, construction cost 
variations, materials price volatility, data quality, retirements, etc. 
3.  Project/Asset Risks – Affects scope, cost, schedule, and quality of projects.  In contrast 
to programmatic risks, project risks are related to specific projects.  In other words, there 
are inherent issues in a given project that may result in a project delay.  Examples include 
hazardous materials, geology, environmental issues, right-of-way issues, utilities, project 
development timeline/delays, scope growth, cost overruns, project delays, etc. 
  
Although all the above levels of risk are clearly defined, there exists significant overlap 
in what an agency needs to do at every level. The identification of the actual data needed in each 
level for risk identification and analysis is a very challenging task. This is partly due to the 
substantial overlap between the various levels, as well as the lack of relevant research initiatives 
in this field (8).  
Nevertheless, an astute understanding of these levels of risk is a very good starting point for 
risk management. The ISO Risk Management Framework (6) (Figure 2.1), is very helpful to 
breaking down the broad categories of risk into actionable pieces for the agency to tackle. They 
include: 
1. Establish context: This means understanding what aspect the risk covers. It could be 
social, environmental, economic, legal, cultural, etc. This also identifies the specific 
policy goals or objectives that the risk undermines. 
2. Identify Risk: Identify the risks to the assets with respect to the agency’s management 
goals. This process discloses and documents all foreseeable risks and its triggers that 
could affect policy goals and objectives. 
18 
 
 
 
3. Analyse Risk: Find out what impact this risk will have on the overall asset management 
plan. This process determines the likelihood and consequence of failure. 
 
 
Figure 2.1   ISO Risk Management Framework (6) 
4. Evaluate Risk:  This stage helps to firm up decisions taken by comparing magnitude of 
risk with its risk tolerance based on its relative importance to the agency, program, or 
project. 
5. Mitigate Risk: This decision-making step applies the “five Ts” which are to treat, 
tolerate, terminate, transfer or take advantage of the risk. This involves determining 
appropriate mitigation strategies as well as monitoring strategies, and re-evaluating risks. 
 
Effective risk management is only possible if the appropriate methods, which address the 
root cause of the identified risk, are utilized in its mitigation. All agencies have a common goal 
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of achieving a stated level of low risk to their assets and this will require constant 
communication and consultation with the affected stakeholders as well as constant monitoring 
and review by the agency. To this end, this research provides insights into how the agencies are 
integrating risk into their TAMP and provides actionable intelligence on how to further refine the 
process. 
Research Objectives 
The primary objectives of this research were to investigate the state of the practice for 
integrating risk management in U.S. highway agencies’ TAMP and to make recommendations 
for future research into bridging the resulting gaps.  Findings address the TAMP readiness of the 
agencies, the risk identification process, and what available data were used to generate the risk 
registers.  Objectives of this research also included the following: 
• Complement the research conducted for the NCHRP 08-93: Managing Risk across the 
Enterprise- A Guidebook for State Departments of Transportation (9) as well as all prior 
studies in this area and 
• Determine research needs to assist state DOT compliance with MAP-21 and FAST Act 
requirements. 
Results 
An online survey was prepared and sent to all 50 state highway agencies to understand 
how each state is currently integrating risk management into their TAMP, what available data 
(hard data or soft data) informed the risk identification process, and what additional data is 
needed to properly execute the risk assessment process. The unit of the survey was the state 
DOT. The scope of the study was limited to the state DOTs. The survey covered three main 
topics: TAMP readiness, risk identification methodology, and linking risk identification and 
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assessment to data. The questions were prepared by using various formats, such as radio buttons, 
check-all-that-apply boxes, ranking, and short essay question fields. The ranking questions 
employed randomization of the options to eliminate bias due to order. Some questions asked 
recipients to elaborate on their selections in essay fields or to provide supplementary 
information. Furthermore, the recipients were asked to provide their contact information if they 
were willing to permit the survey team follow up on their responses.  
A total of 26 completed surveys from 50 States were received. Therefore, the response 
rate was 52 percent.  
TAMP Readiness 
This section addresses how far along the agencies are in terms of developing their risk-
based TAMP framework. 
Asset management task force 
An asset management group or task force is usually the first step towards formalizing an 
agency’s commitment to asset management and institutionalizing TAM as a business process. 
More than 90 percent of the responders confirmed the existence of a task force to coordinate all 
of their asset management activities.  The high percentage is an improvement compared to a 
previous study published in 2013 (10). A follow up question on the composition of the task force 
was asked and the responses were consistent with what was reported in (10). The only difference 
is that most agencies are reorganizing and refocusing the asset management group to not only 
have a policy-oriented function but also include a steering committee or a technical working 
group tasked with implementation. The policy side is made up of division heads/administrators 
and unit leaders that encompass the following disciplines: bridge, pavement, planning and 
programming, operations, research, IT, design, materials, data management, and finance. They are 
responsible for developing the TAMP.  
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On the other hand, the steering committee or technical working groups are made up of the 
data owners, data managers, and an asset liaison from each of the agency’s asset class to serve as 
a line of communication between the asset and the technical working group to help facilitate 
proactive asset management. The steering committee is responsible for the implementation of the 
TAMP. This can be evidence that more and more agencies are taking ownership of the TAMP 
process and reorganizing it in the best way that fits with their unique situations.  
Risk management task force 
With the requirement under MAP-21/FAST for risk-based asset management, 70 percent 
of DOT responders have the asset management group taking the lead on the development and 
implementation of the risk management portion of the TAMP. This is the case since the many of 
the identified risks and strategies are foundational for the TAMP development. A follow up 
question on the composition of the risk management group was asked to see if agencies were 
incorporating the risk requirements as part of the overall TAMP or as an independent part. The 
responses showed that the reorganization of the asset management group was due to the 
accommodation of the risk requirements. The main reason for the technical working group was 
to create a more focused group working on aligning risk management with agency’s overall 
goals.  Regardless of whether the asset management group is in charge of the risk management 
activities or not, most responders agree that there should be a clear line of communication 
between the risk management activities and the overall agency policy and goals to make sure that 
strategies and initiatives are in sync with responsibilities.  
Linking strategic goals to risk 
From the discussion on TAMP readiness, there is obvious momentum among state 
highway agencies to implementing risk-based asset management. However, there is need to 
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understand how a risk is assigned to either agency, program, or project level. Is it based on its 
scope or magnitude of its impact? This is important because risk management concept requires 
that risk be treated at its highest level (11). It is likely that a given risk can impact an agency at 
both the program and agency level. In that case, the risk should be mitigated at the agency level.  
In a follow up question, one agency responded that risk identification was conducted by 
asset category and then sorted into the various levels of the risk management program. This 
undoubtedly allows the agency to upscale or downscale a risk depending on their understanding 
of its scope and magnitude.  
In addition, it is imperative to link strategic goals to risks to ensure that risk is identified 
and placed at its highest level. However, 55 percent of the responders linked strategic goals to 
risk, just two agencies more than those that treated it independently.  The small gap can be 
explained by the fact that some agencies were actually doing both. This was confirmed in one 
follow up interview. 
Risk Management Practice 
This section focuses on how state highway agencies are integrating risk into their TAMP. 
The application of risk-based asset management as required by MAP-21/FAST is still in its 
infancy (12, 13). Risk management is the core principle of asset management (6). The product of 
risk management is efficiently using available resources to manage programs through improved 
communication. Applying risk management to look at decision-making about program delivery 
makes it possible to identify risk triggers, assess and prioritize those risks, and determine 
strategies that provide a framework on how best to deal with future issues affecting agency goals 
(14).  
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When asked about the methodology for the risk identification process, all the responders 
had a similar methodology for risk identification. Through consultation with senior management, 
asset managers, subject matter experts, key staff from various asset classes and in one case an 
outside consultant, most agencies performed strategic risk identification in workshops. From this 
risk identification workshop, risk registers were compiled.  This confirms the findings in (3) that 
risk register is the most commonly used tool for risk management for all levels of risk. All the 
draft or final TAMP documents of state DOTs on the AASHTO TAM portal all utilized a risk 
register to execute their risk management.  
The risk register was evaluated in terms of the likelihood of a risk event and impact. The 
scale (Figure 2.2) shows the risks identified at the workshop with their determination of the 
likelihood of the event occurring, where 5 is high and 1 is low. The risk was then assessed in 
terms of its consequence, where 5 is catastrophic and 1 is negligible. 
Risk registers and their outputs such as heat maps allow definition of priority risks 
through risk evaluation, establishing risk tolerances and decision criteria, and using these factors 
to inform response/treatment. More than 90 percent of the respondents had developed risk 
registers that encompass both agency and program-level risks. This is consistent with what was 
reported in (15).  Only 15 percent of the responders had generated risk registers for all three risk 
levels.  
These risk registers are intended by the agencies to be a living document that is updated 
as new risks are encountered.  Figure 2.3 summarizes the frequency of risk registers review and 
update. Across all survey responders, most agencies did not have a set schedule for updating the 
risk registers while 23 percent revise annually. Some agencies preferred to review and update as 
needed. This provides a more complete and updated view of state DOTs schedule for updating 
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the risk register with 24 agencies responding than what was reported in O’Har, J.P. et al. (15) 
with only 13 state DOTs responding. Both agree that most agencies are still unsure how 
frequently to revise the risk registers. 
 
Figure 2.2   Risk Rating Scale (8) 
Risk identification and data 
The purpose of this section is to understand the data that were used to drive the risk 
assessment process and what additional data is needed. The monitoring and updating of the risk 
management process is critical to ensure that new risks are identified and existing risks are 
tracked and updated (3). To help agencies understand the impacts associated with the risks as 
they occur, agencies need to properly track asset failures. This ability to track and quantify risk 
would benefit the risk classification process (16) and its seamless integration into TAMP. The 
agencies were asked about what data (hard data or subjective data) were considered in their risk 
assessment exercise and rank its importance. The results in Tables 2.1-2.3 for the strategic, 
program, and project level risks respectively, show only the factors that were consistently ranked 
in the top three as presented in columns 1, 2, and 3. For strategic risks, the top three driving 
factors for the risk assessment were historic funding levels, policy changes and political climate, 
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and the financial market (Table 2.1). Also ranking high was upper management personnel 
changes. These are consistent with what would impact the success of a TAM implementation 
(17). 
  
Figure 2.3   Number of respondents showing frequency of risk register update 
Program level risk identification and assessment are driven by project development 
timelines, federal mandates, and revenue and inflation projections (Table 2.2). For project level 
risks, the factors consistently ranked in the top three were structural condition, life cycle costs, 
demand/usage, and overall performance (Table 2.3). It is expected that physical condition, 
demand, and performance will dominate project level risk consideration. The overall 
performance, on the other hand is a function of condition which is impacted by demand, and how 
much money is invested. In other words, at the project level, risk assessment is driven by 
whatever impacts performance. The high ranking of demand/usage in project risk analysis is 
consistent with its role in project selection decision-making as found in (8). 
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At all three risk levels, funding and policy-related issues stand out. Agencies are always 
concerned about available funding to maintain performance levels and still be compliant on the 
federal mandates or state legislations.  
Table 2.1  Strategic risk data ranking 
Data 1 2 3 Total* 
Funding levels (historic) 65% 25% 10% 100% 
Policy changes and political climate 15% 15% 25% 55% 
Economy- financial market 0% 5% 40% 45% 
Legislative requirements 0% 30% 5% 35% 
Personnel changes- upper management 5% 15% 10% 30% 
Demand/socioeconomic data 15% 5% 5% 25% 
Technology changes/limitations 0% 5% 5% 10% 
Outsourcing to consultants/vendors 0% 0% 0% 0% 
* = 20 agencies responded 
Risk and resiliency considerations 
When asked if additional data were considered, 27 percent of responding agencies 
answered in the affirmative. A list of additional data considered were seismic risk, availability 
and reliability of performance data, continued use of a systematic assessment approach, and 
safety data. In addition, two thirds of the agencies considered past risk events and the response in 
their risk assessment process. Most of these past events were weather-related events. This is 
evidence that most agencies see value to risk and resiliency considerations in risk management. 
The combination of risk and resiliency in the risk management process is explored in (18, 19) 
and is been beneficial to prioritizing mitigation measures for transportation assets.  
Data needs and risk tracking  
The majority of agencies, 90 percent, did not identify data needed for the risk identified. 
In addition, 60 percent of the responding agencies did not specify how frequently to track the 
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identified risks in their risk registers (Figure 2.3), including the 3 agencies that had a data driven 
approach to tracking risk (Figure 2.4). This can be an indication of a lack of understanding of the 
benefit of a clear and regular update of the risk assessment process.  
Table 2.2  Program risk data ranking 
Data 1 2 3 Total* 
Project development timelines 7% 27% 20% 54% 
Revenue and inflation projections 27% 13% 7% 47% 
Federal mandates and legislative expectations 7% 7% 33% 47% 
Historic data 13% 0% 20% 33% 
Personnel- expertise and experience 13% 13% 7% 33% 
Project delivery schedules 13% 7% 7% 27% 
Cost of materials 7% 13% 7% 27% 
Program management record 13% 13% 0% 27% 
Climate change- flooding, temperature change, etc. 0% 7% 0% 7% 
* = 15 agencies responded 
Table 2.3  Project risk data ranking 
Data 1 2 3 Total* 
Structural condition 27% 13% 13% 53% 
Life cycle costs 13% 7% 33% 53% 
Demand/usage 0% 33% 7% 40% 
Overall performance 27% 13% 0% 40% 
Funding impacts/tradeoffs 13% 7% 20% 40% 
Initial agency costs 0% 13% 20% 33% 
Functional condition 13% 7% 0% 20% 
Location/Environmental 0% 7% 7% 13% 
External risks- litigation 7% 0% 0% 7% 
Customer feedback/complaints 0% 0% 0% 0% 
Attributes/characteristics 0% 0% 0% 0% 
* = 15 agencies responded 
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Conclusions and Research Needs 
The goal of this research was to investigate the state of the practice of how agencies are 
integrating risk in their TAMP as well as identify research needs to facilitate state DOTs 
compliance with the MAP-21 and FAST Act. From the state of the practice survey, it is clear that 
state highway agencies are taking more and more ownership of their TAMP. This is validated in 
how some agencies are reorganizing their asset management group to include a policy-focused 
group in charge of development and a technical group in charge of the risk management process 
and implementation.  
 
Currently, the risk assessment process is driven more by subjective data than by data that 
is currently tracked. Hence most agencies are unsure on how to track risks. This warrants future 
research into the synthesis of a composite measure of risk and performance that reflects 
organizational needs. This composite measure should provide a systematic process for updating 
the risk assessment process and the risk registers that are generated. It will serve as a basis for 
comparing alternative improvement strategies (investment and policy approaches) and for 
tracking results over time.  
Figure 2.4   Number of respondents on how to track identified risks 
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In addition, there is need to link historic data to risk events to produce a rich database that 
can allow for predictive and prescriptive modelling. Within the context of risk-based TAMP, 
leveraging available data and analysis tools helps visualize and articulate, in both qualitative and 
quantitative terms, how the combination of various risks and strategies would influence 
performance targets. It paves the way for the consideration of how various risks, such as revenue 
constraints, policy or upper management personnel changes can impact a state highway 
agencies’ ability to provide services to its stakeholders.  
Agencies’ reliance on past events prompts the question, what is the overlap between risk 
management and resiliency planning? Resilience, in this context, is the ability of a system to 
recover from an unexpected risk event. How does resiliency planning impact risk? Does the two 
activities augment each other? At which point is that the case and at what threshold is that no 
longer the case? The preceding questions underscore the need for understanding the relationship 
between resiliency and risk considerations in effective risk management. There is need for 
research to document the extent to which implementation of measures across the risk 
management framework genuinely helps develop the attributes of a resilient transportation 
infrastructure.  
All agencies are using risk registers as their risk management tool of choice. As a result, 
it is essential to identify how agencies are using or intend to use the risk registers for decision 
making. In the process, synthesize methodologies for integrating risk registers into the agency’s 
decision-making process. The overall goal of this endeavor is to minimize the duplication of 
resources for risk management and to foster a sustainable approach to dealing with uncertainties 
without undermining organizational efficiency. 
 
30 
 
 
 
References 
1. Moving Ahead for Progress in the 21st Century, MAP-21. 113–76, 1201 and 1202, 2012.  
2. Summary of the New Surface Transportation Bill: Fixing America’s Surface 
Transportation (FAST) Act. AASHTO, Washington, D.C., 2015. 
3. D’Ignazio, J., Hallowell, M., and K. Molenaar. NCHRP Pproject 20-24(74): Executive 
strategies for risk management by state departments of transportation. Transportation 
Research Board, Washington, D.C., 2011. 
4. Proctor, G. D., and S. Varma.  Risk-based transportation asset management literature 
review. No. FHWA-HIF-12-036. 2012.  
5. Berg, H. P. Risk management: procedures, methods and experiences. Risk Management, 
Vol. 1, No. 17, 2010, pp. 79-95. 
6. International Organization for Standardization (ISO). ISO 31000 Risk Management - 
Principles and Guidelines, Geneva, Switzerland, 2009.  
7. Colorado Department of Transportation Risk-Based Asset Management Plan 2013. 
https://www.codot.gov/programs/colorado-transportation-matters/documents/risk-based-
transportation-asset-management-plan.pdf   Retrieved November 9, 2017. 
8. Flintsch, G. W., and J. W. Bryant. Asset management data collection for supporting 
decision processes. US Department of Transport, Federal Highway Administration, 
Washington, DC. 2006.  
9. NCHRP Report 08-93: Managing Risk Across the Enterprise: A Guidebook for State 
Departments of Transportation Final Literature Review. Transportation Research Board, 
Washington, D.C., 2016. 
10. Hawkins, N. R. and O. Smadi. NCHRP Synthesis 439: Use of transportation asset 
management principles in state highway agencies. Transportation Research Board, 
Washington, D.C., 2013. 
11. Curtis, J., D. D'Angelo, M. Hallowell, T. Henkel, and K. R. Molenaar. Enterprise Risk 
Management for Transportation Agencies. Transportation Research Record: Journal of 
the Transportation Research Board, No. 2271, 2012, pp. 57-65. 
12. Federal Highway Administration (FHWA). Risk-Based Transportation Asset 
Management: Evaluating Threats, Capitalizing on Opportunities. FHWA-HIF-12-035, 
U.S. Department of Transportation, Washington, DC. 2012. 
13. McGuire, T. B. Enterprise Risk Management in State Departments of Transportation. 
Civil Engineering Graduate Theses & Dissertations. Paper 7. 2014. 
14. Federal Highway Administration (FHWA). Asset management overview. FHWA-IF-08-
008, Washington, DC. 2007. 
31 
 
 
 
15. O’Har, J. P., C. W. Senesi, and K. R. Molenaar. Development of a risk register 
spreadsheet tool for enterprise-and program-level risk management. Transportation 
Research Record: Journal of the Transportation Research Board, No. 2604, 2017, pp. 
19-27. 
16. Boadi, R. S. Toward a risk framework for prioritizing ancillary transportation assets for 
management (Doctoral dissertation, Georgia Institute of Technology). 2011.  
17. Akofio-Sowah, M., and A. Amekudzi-Kennedy. Identifying Factors to Improve 
Transportation Asset Management Program Sustainment: Applying Implementation 
Research and Change Management Principles. Transportation Research Record: Journal 
of the Transportation Research Board, No. 2593, 2016, pp. 1-7.  
18. Flannery, A., M. Pena, M. Katon, and J. Kennedy. Risk and Resilience Analysis for 
Emergency Projects. Transportation Research Record: Journal of the Transportation 
Research Board, No. 2532, 2015, pp. 74-82. 
19. Herrera, E., A. Flannery, and M. Krimmer. Risk and resilience analysis for highway 
assets. Transportation Research Record: Journal of the Transportation Research Board, 
No. 2604, 2017, pp. 1-8. 
 
  
32 
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Introduction 
Transportation asset management program (TAMP) is defined by United States Code (23 
U.S. Code § 101) as “a strategic and systematic process of operating, maintaining, and improving 
physical assets, with a focus on both engineering and economic analysis based upon quality 
information, to identify a structured sequence of maintenance, preservation, repair, rehabilitation, 
and replacement actions that will achieve and sustain a desired state of good repair over the 
lifecycle of the assets at minimum practicable cost.” By this definition, a viable TAMP can only 
be accomplished if risk considerations are a part of the overall process. Risk management 
analysis is one of the requirements under MAP-21 and subsequently FAST ACT that elevates 
TAMP to the same class of management practices expected in the private sector. Risk 
management has been defined as a process of analytical and management activities that focuses 
on identifying and responding to the inherent uncertainties of managing a complex organization 
and managing capital facilities (1). According to the International Organization for 
Standardization (ISO), risk management is the effect of uncertainty on objectives (2). Hence, a 
risk-based asset management approach is tasked with the documentation of risks that affect the 
department of transportation’s (DOT) ability to meet its objectives, assessment of the impacts of 
the risks as well as proffering mitigation (3). At the core of this, is the ability of transportation 
agencies to have a mechanism for measuring the identified risks, as this will help drive the 
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potential mitigation activities. The monitoring and updating of the risk management process is 
essential to TAMP as it will ensure that new risks are identified and that existing risks are 
tracked and updated (1). In addition, this would enable the agency to quantify the likelihoods of 
these risks. This ability to track and quantify risk would benefit the risk classification process (4) 
and its integration into an asset management plan. Furthermore, it will help ensure that the 
financial plan and investment strategy components of the TAMP are suitable to ensure that the 
agency continue to fulfil its primary responsibilities.  
A 2011 national scan of how state DOT agencies are using risk management revealed that 
less than 13 agencies had a comprehensive risk management framework at the enterprise, 
program and project levels (1). The enterprise level risks affect mission, vision, and overall 
results of the asset management program.  The program (business line) risks affects DOTs ability 
to deliver projects and meet targets within a program.  These may include organizational and 
systemic issues as well as revenue and economic uncertainties that in general cause project 
delays.  These issues can be multivariate. Examples include project delivery risks, revenue 
uncertainties, cost-estimating processes, revenue and inflation projection inaccuracies, 
construction cost variations, materials price volatility, data quality, personnel, etc. 
Project/asset level risks affects scope, cost, schedule, and quality of projects.  In contrast to 
programmatic risks, project risks are related to specific projects.  In other words, there are 
inherent issues in a given project that may result in a project delay.  Examples include hazardous 
materials, geology, environmental issues, right-of-way issues, utilities, project development 
timeline/delays, scope growth, cost overruns, project delays, etc. 
In 2017, a national scan was undertaken on the state of the practice of risk management 
implementation among State Highway Agencies (SHA)(described in Chapter 2), and the number 
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of agencies that have risk registers at the enterprise, program and project levels has almost 
doubled (5). A review of the TAMP documents that have been uploaded to the AASHTO TAM 
portal by various state DOTs show that most agencies have similar methodologies for risk 
management.  It involved setting up a risk task force that typically will consist of data owners, 
data managers, program managers (bridge, pavement, safety, etc.), and an asset management 
committee tasked with developing and implementing the department’s TAMP to ensure it 
satisfies Federal requirements, coordinating asset management activities across all department 
bureaus and divisions, and facilitating progress towards improving asset conditions, inventories 
and data sharing capabilities (5, 6). Hence, the task force represents all the relevant stakeholders 
involved in risk management decision making. The task force will then convene a risk workshop. 
From this risk workshop, risk registers were compiled to represent all the risk events that the 
agency considered important along with mitigation plans. This consultative process did not 
allude to any development of datasets on various risk events, processes, and measures to be able 
to quantify or track risk. In addition, the 2017 study on the state of the practice for integrating 
risk management in US highway agencies found out that majority of agencies did not identify 
data needs along with the risk identification process and as a result were unable to agree on 
frequency and process for tracking identified risks (5).   
Effective TAMP practices involve data-driven decision making leading to timely 
application of the right treatment. TAM relies on combining information from multiple sources: 
road network and inventory, bridge and ancillary assets inventories (which are often maintained 
separately for different assets), inspections, capital projects—historical and planned, 
maintenance activities, work requests, traffic, freight movements, vehicle crashes, soil 
characteristics, weather, and other land and environmental data sets. Many agencies achieve this 
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data integration through on-demand, time-consuming efforts that require specialized expertise 
(7). As a result, these efforts are ad-hoc making it untenable for a risk management workshop to 
generate or update risk registers. This explains why although risk management integration is still 
emergent among SHA, a lot has been said about the concept of risk management but not much 
about its implementation. This is contingent on the fact that there is no integrated database of all 
the SHA divisions’ data that can be used for risk management. To mitigate this, a comprehensive 
cross-asset database of all the important data items that agencies need to successfully execute 
their risk-based asset management plan need to be developed. This will form the basis for 
tracking and updating risk registers, quantifying the relationship between risk and consequences, 
and integrating the results in a geographic information system (GIS)-enabled dashboard 
application for visualization and decision support.  
Hence, the objective of this study is to propose a framework for developing a cross-asset 
comprehensive database for risk management that integrates all the risks that an agency has 
identified through its risk identification process. The database will facilitate data-driven risk 
identification as well as a data-driven approach to update and track risk registers. In addition, 
with a comprehensive database, it becomes feasible to synthesize a composite measure of 
performance that encompasses various DOT departments and assets. 
Background 
Risk management is not a new concept, but among SHA, it is still emergent in implementation as 
well as practice. The process of risk management can be generally divided into three phases: 
identification, analysis and response (8).  It will not be farfetched to posit that an effective 
response to risk can only be accomplished if the process and data used to estimate the response is 
contextually accurate (9).  The availability of accurate data is vital for any risk-based asset 
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management program. Data are needed for defining agency objectives, risk identification and 
measurement, supporting the decision-making process, and monitoring progress toward 
objectives (10). Furthermore, asset level data such as—age, condition, failure rates, and 
maintenance activities as well as consequences of failure to the user (user cost), the agency 
(agency cost), and the environment (external cost) —are very critical to risk-based decision-
making framework (10). However, these data are not always collected together nor managed in 
one database or by one department. As a result, the data are not always in a usable format nor 
exist under various asset management systems requiring integration. It is very important for 
TAM processes to see the assortment of datasets as a whole and not just as a sum of the parts 
since the most accurate picture is one that takes from all sources and produces an output that is 
unique to all its sources. This is very significant because the overall objective is to synthesize 
useful trends and patterns that can be used for decision making (11).  
Data integration is defined as the process of combining data residing at different sources 
or in different formats and providing the user with a unified view of these data (12). For the 
benefit of TAMP, the Federal Highway Administration (FHWA) defines data integration as “the 
method by which multiple data sets from a variety of sources can be combined or linked to 
provide a more unified picture of what the data mean and how they can be applied to solve 
problems and make informed decisions that relate to the stewardship of transportation 
infrastructure assets” (13). Hence, data integration is essential to transform data into useful 
information that can support the different organizational levels of decision-making. The 
challenges facing a successful data integration implementation has been highlighted as the 
biggest obstacle to risk-based asset management practice (14, 15). This is a fundamental 
requirement for effective TAM (13).  
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In industries such as banking and finance, insurance, and nuclear power sector, there is 
usually a clearly defined database that feeds risk management (9, 16). However, among SHA, 
managing an assortment of assets with varying degree of granularity across multiple divisions 
answering to the same central office with an overall goal and objectives, can create a nightmare 
for a database integration effort that is appropriate for risk management. The basis of this study 
aims to provide a solution to this nightmare by developing a comprehensive database needed for 
integrated risk management. Specifically, it proposes a framework that simplifies the integration 
of existing databases and infrastructure management systems, as well as identifies additional data 
items that need to be collected or better integrated for successful risk management. 
Data Integration Challenges 
Effective risk analysis relies heavily on objective and quantifiable data. The data required 
to run complex risk analysis resides in multiple systems across the SHA and in different 
schemas. The difficulty associated with organization and normalization often presents the biggest 
challenge in receiving relevant and timely risk information. Tactical database and spreadsheet 
tools are inflexible, difficult to maintain and generally unreliable. The lack of integration 
between systems poses big challenges to transportation agencies’ efforts to integrate risk 
management in their TAM. These challenges can be grouped into the three different classes: 
systems, logical, and social and administrative challenges (17). In the following sub-sections, 
each one is discussed separately. 
Systems Challenges  
The systems challenges that impact data integration are the most observable. 
Transportation agencies, by their nature, require large quantities of data to support repetitive 
operations as well as to respond to planning, design, construction, and other programmatic needs 
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(13). These needs warrant the different divisions within a transportation agency to individually 
collect the necessary data needed which then ends up on different systems in each division. 
Essentially, the challenge is to allow these dissimilar systems to talk seamlessly to one another. 
In addition, executing queries over multiple systems efficiently is especially difficult (17). 
Logical Challenges 
The second set of challenges result from the way data are logically arranged in the data 
sources. Most transportation agencies that maintain databases of roads break them into logical 
segments to create unique transportation features according to some business rules, such as 
pavement type, traffic volume, jurisdiction, or at intersections (18, 19). These differences in the 
original need for transportation databases create a difficult arena for data integrators as they 
result in data being organized into different schemas depending upon which segmentation or 
agency unit is driving the collection. In these data models, the schema is identified by tags, 
classes, and properties (18). Hence, when data come from multiple sources, they usually are 
disparate creating a logical challenge for data integration.  
Social and Administrative Challenges 
The benefits of data integration when fully implemented are well known (17). However, 
there are institutional barriers, not technical, that are more commonly responsible for a data 
integration falling short of full implementation (18). The first challenge may be to find a 
particular set of data in the first place. For example, in situations where DOT performs in-house 
maintenance activities which are not properly recorded electronically in terms of their location 
and extent (19), a special effort is required to locate and scan them all. Even when the data 
exists, sometimes owners of the data may not be allowed to cooperate with an integration effort. 
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For instance, traffic safety data involving medical records or law enforcement may have 
legitimate legal reasons for not sharing that data.  
Synthesis of the Data Integration Framework 
This section strives to layout a conceptual framework for data integration for risk 
management while providing recommendations for tackling the data integration challenges. 
As already established, the goal of data integration is to combine data in various formats and 
from various sources to provide the user with a unified view of the data. To this end, a data 
integration system should comprise a global schema, data sources, and the set of rules relating 
the global schema to the sources. In short form, a data integration system I = ʩ(G,S,M) where G 
is the global schema, which represents all the important variables for risk management in this 
study; S is the source schemas, which contain information about the variables in G; and M is the 
mapping functions or transforms that relates G to S (12). This can be represented graphically as 
shown in Figure 3.1 (17). Data sources can be relational, flat files, XML or any other format that 
contains structured data. In a SHA, the data sources can be the various management systems, 
such as pavement and bridge management information systems. The mapping functions request 
and transforms data from the sources providing a data dictionary service that shows how data 
from one information system maps to data from another information system. The mapping 
function provides a way for the data sources to be independently managed by the various 
divisions of the DOT. The global schema or central data warehouse abstracts all source data. 
Between the sources and the global schema, a set of transformations are used to convert the data 
from the source schemas into the global schema (17). This set of transformations act like an 
application programming interface (API), which is a set of tightly-controlled rules or subroutine 
definitions and communication protocols between two programs (20). In this case, the API 
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provides a method of communication that the global warehouse and data sources can handle. 
Collectively, changes could be made to both the warehouse and data sources, presuming they are 
reflected in the API, and there will be no break in the exchange of information. 
 
The implication of having the API for the SHA is that each division can continue to 
manage its database per usual. The API will be designed such that it is able to extract the 
required information from the various databases and transform it into what is needed to populate 
the risk management database. 
Data Integration Framework 
Based on the challenges to data integration, recommended mitigation options, and layout 
of the basic data integration architecture presented earlier, Figure 3.2 proposes a framework for 
Figure 3.1  The basic architecture of a data integration system (17) 
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developing a risk management database. It utilizes a step-up process that provides a way to 
transform agencies’ raw data into the metrics and dimensions needed to create easy-to-
understand reports and dashboards for decision making. This process begins as a qualitative 
process and transforms into a quantitative process for visualization and modelling.  This chapter 
focuses on data elicitation and data aggregation. Risk calculation and decision making will be 
covered in Chapter 4. This chapter only addresses the processes leading up to the creation of the 
risk management database that will be used for risk calculation and decision making. 
Figure 3.2  The data integration process 
Data Elicitation 
Fields such as business intelligence and decision support systems have made great strides 
with advancement in technology. The emergence of big data has propelled these fields into the 
next frontier for innovation (21) and at the fore front of the data science study in both academic 
and business communities in the last two decades (22). State highway agencies have embarked 
on a data collection spree since the passage of the MAP- 21 legislation. The sheer magnitude of 
this data collection endeavor can be accurately classified as big data.  
Big data, by its nature, do not have form nor structure prompting the rise of business 
intelligence and analytics. Hence, data elicitation is the process of trying to structure these data 
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to make it accessible and usable (23, 24). In other words, data elicitation is the process of 
identifying the data elements that are relevant to the task at hand and how to synthesize that data 
to produce the required information or business intelligence.  
The purpose of this section is to discuss various ways of identifying the required data 
elements that could be accessible and useful for a risk management database. Understandably, 
this process will drive the success of the data aggregation, risk calculation and decision-making 
processes.  
Risk register as a tool for data and risk event elicitation  
Risk register is the most popular, if not the only, risk identification tool used by SHA (5, 
25). A risk register is a simple spreadsheet or matrix that summarizes an agency’s risks, how 
they are analyzed, and records how they will be managed and by whom (26). Risk registers can 
be customized for any agency. The 2017 survey of how SHA are integrating risk in their TAMP 
(5), as well as a review of the 26 SHA TAMP documents, as of August 2018, uploaded to the 
AASHTO TAM portal, show that most agencies synthesized their risk register during a risk 
management workshop. The workshop is usually attended by the relevant stakeholders in a SHA 
from the various divisions, units, or departments as well as a liaison from each of the assets. This 
workshop provides a framework for SHAs to do cross-asset risk identification. This multi-level 
and multi-disciplinary approach ensure that risks are linked to strategic goals and facilitates risk 
mitigation at its highest level (5). The risk events identified from these workshops represent a 
synthesis of network level, program level, as well as project level risks. In short, this workshop 
identifies all the risk events relevant to the agency and can be a useful tool for data elicitation for 
risk management.  
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While identifying risk events is an important outcome of the workshop, it fails to address 
the identification of data associated with these events. Addressing data identification provides 
opportunity for SHAs to evaluate their data collection and integration methodologies in a way 
that addresses data limitations to properly track and update risk registers. In addition, the risk 
workshop can go a long way to addressing the system challenges of data integration discussed in 
the preceding section. Having all division heads and asset liaisons in the same room provides a 
great opportunity to define or refine data collection rules that ensure various divisions manage 
their data in systems that can communicate seamlessly with each other. It provides a solution to 
mitigating the social and administrative challenges facing data integration as it allows all the data 
owners to be on the same page. This qualitative process can be very useful for identifying 
relevant datasets to integrate as well as missing data to collect. 
    Risk registers from twenty six TAMP documents on the AASHTO TAM portal were 
reviewed to gauge common risks that agencies have identified. Risks were generally organized 
by levels – agency, program and project, or by categories – as defined in NCHRP Project 08-93 
report, Managing Risk across the Enterprise: A Guidebook for State Departments of 
Transportation (27). There were still some agencies, such as Iowa DOT, that did not employ any 
template in summarizing their risk registers. Common risk events were categorized in one of the 
following:  
1. Finances- risks related to the long-term stability of asset management programs such as: 
a. Unmet needs in long term budgets 
b. Funding stability 
c. Exposure to financial losses 
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2. Information and Decision- risks related to the implementation of asset management 
program such as: 
a. Lack of critical asset information 
b. Quality of data, modeling or forecasting tools for decision making 
3. External Risks- these are risks involving both human-induced and naturally occurring 
threats such as: 
a. Climatic or seismic events - extreme weather, flooding, earthquakes, slope 
failures, rock falls, lightning strikes 
b. Winter weather operations  
c. Climate change 
d. Terrorism or accidents 
e. Paradigm shifting technologies (e.g. automated vehicles)  
4. Asset Condition - risks associated with asset failure such as: 
a. Structural 
b. Capacity or utilization 
c. Reliability of performance 
d. Aging 
e. Soil and subsurface utilities 
f. Maintenance or operation 
These common risk events can provide a way for the SHA to organize their overall data 
collection and management process to support risk management. The focus is not on identifying 
new data to collect but to identify existing data that quantifies risk events. This ensures data is 
managed in a way that can support the risk management process, especially as it feeds the 
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decision-support framework. Table 3.1 summarizes risk events mentioned in the registers and 
their frequency. 
Table 3.1  Summary of risk events identified  
Risk Events 
Agency 
Count 
Financial risks 21 
Business operations risks (personnel changes and knowledge gap) 21 
Information and decision risks 18 
Bridge failure – structural (excluding vehicle impacts) or scour related, 
resulting in loss of service  
13 
Condition related risks/Performance related risks 13 
Extreme weather event 12 
Assets are damaged or destroyed due to flooding  11 
Heavy truck volume growth/legal weight increase  9 
Bridges are damaged or destroyed due to scour 7 
Climate change/Increased ongoing, seasonal weather events/freeze/thaw cycles 7 
ITS or traffic control failure – resulting in safety impact  6 
Scope growth/growth in size of network relative to funding  6 
Rock fall incident with loss of function/mobility (several days) or fatality  6 
Landslide – loss of road and mobility  6 
Culverts and other drainage facilities fail (blockages or overtopping) 
unexpectedly. 
6 
Capacity improvements projects are delayed/deferred maintenance 5 
Retaining walls (requiring maintenance but no mobility impacts)/slope failure 4 
Assets are damaged or destroyed due to earthquakes 4 
Assets are damaged or destroyed due to wildfires. 4 
Assets are damaged or destroyed due to vehicle impacts and/or hazardous 
materials spill. 
4 
Bubble in asset replacement needs due to uneven asset age distribution 4 
Negative Public opinion/public involvement delay killing projects 4 
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Table 3.1 continued  
Risk Events 
Agency 
Count  
Assets are damaged or destroyed due to hurricanes. 3 
Assets are damaged or destroyed due to retaining wall failure 3 
Sinkholes emerge under or near roadway sections compromising foundation. 3 
Winter weather treatments and impacts on pavement deterioration   3 
Socioeconomic risks- population growth/ shift to urban areas/land use 3 
Avalanche requiring maintenance but no/minimal delay  2 
Assets are damaged or destroyed due to tornadoes. 2 
Travel mode changes 2 
Highway safety 2 
Tunnel collapse/closure due to safety incident 1 
Subsurface utilities impact by others in ROW (and below roadways)  1 
Make projects more complex 1 
 
Risk register as a framework for identifying assets for inclusion into TAMP 
Most asset management programs focus on pavements and bridges. However, there are 
other ancillary assets that are needed to ensure safe and efficient operation of a transportation 
network. Including these in a risk management program should be logical however, there is need 
for a business case to make about the relative benefits of adding these ancillary assets. Limited 
resources and budget constraints often force agencies to make difficult decisions regarding 
resource allocations. Therefore, agencies looking to expand their asset management programs to 
include ancillary assets need a means of determining the benefits and costs associated with 
system development, data collection, and data management. Some studies have looked at the 
criticality of assets for inclusion in TAMP (28, 29, 30). This consideration is important in 
designing the framework of a database needed for risk management. A database must account for 
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all critical assets, as long as there is data to justify their inclusion and impact to the overall 
agency goals and objectives.  
Risk registers are designed to capture risks agencies consider important in fulfilling their 
strategic objectives and goals. Hence, the risk identification process is a good way to understand 
what assets agencies deem important for inclusion into their formal risk management. Based on 
the risk registers reviewed in the previous section and summarized in Table 1, agencies explicitly 
identified assets that they considered important in their risk management efforts. The other assets 
identified, besides pavements and bridges, were Intelligent Transportation Systems (ITS) devices 
and elements, culverts and other subsurface drainage facilities.  
The purpose of this study is to propose a framework for designing a database for risk 
management process. It does not define what assets are important, instead it is designed with the 
view that agencies could prioritize assets according to individual agency needs as they deem fit.  
Risk register as a framework for identifying risk measures 
In agencies’ risk registers, risk was evaluated in terms of likelihood of service 
interruption and the impact based on a low to high severity scale (5). The scale in Figure 3.3 
shows the risks identified by the task force along with their determination of the likelihood of the 
event occurring, and then assessed in terms of its consequence, from catastrophic to negligible. 
For example, if the risk category is information and decision-related, the agency will rate the 
likelihood of the event happening to be 4, and the consequences to be 3, the potential impact will 
then be that investment decisions will not be reliable.  The same approach can be applied to 
assessing opportunities. 
However, this qualitative process does not provide context for the agencies to visualize 
how the combination of various risk events and strategies would impact strategic goals and 
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Figure 3.3  Risk Matrix (2) 
performance targets.  It also does not address how the agencies will use the risk registers for 
decision making. Having all stakeholders in attendance for the risk workshop allows them to 
understand context and other items the qualitative process does not provide. It provides a 
platform for synthesizing risk measures from available data or expert elicitation.  
Historical data can be an effective tool to understand system performance. This data can 
be very important for analyzing the causes of asset failures, including spatial and temporal 
dynamics, to prioritize identified risks and develop a quantitative risk metric. These metrics help 
to answer pertinent questions such as: what was the impact of the risk event on the 
infrastructure? Was that impact expected? If the impact varied from expected, why? These 
questions will require developing datasets on various risk events, processes, and measures to be 
able to generalize across risk events as well as agencies. Even though risk measurement is not 
the same as risk management (31, 32), the process of risk measurement can provide insights into 
how organizations could manage similar events. This is very important since the intent of risk 
management is not only to contain current risk but to mitigate future risk in order to deliver on its 
strategic goals.  
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It is difficult to understand what cannot be measured. Hence, the risk mitigation can be 
impacted by lack of a well-defined risk measure. For example, if there were two possible 
mitigation for a risk occurrence, the lack of a risk measure makes it difficult to employ an 
optimization process to make the best decision between understanding the calculated risks and 
the cost of mitigation (33). 
Proposed risk workshop outline 
 It has been established that the risk workshop is the risk management tool of choice by 
SHA. The overall goal of the risk workshop is to generate risk registers that will drive the risk 
management process, informing decision making as well as providing guarantee that threats to 
agency goals have been identified and adequate mitigation protocols put in place to ensure 
seamless operations. 
A successful risk workshop should have the right composition of internal and external 
stakeholders. The external stakeholders can be from other SHA, academia, and if possible from 
the private sector so that SHA can have a balanced approach to risk identification that not only 
documents existing threats but pre-empt future threats. In addition, the risk workshop should be 
highly participatory ensuring extensive interactions across the agency’s asset managers, 
departmental heads, and senior executives, as well as those in specialist disciplines such as 
governance, compliance, risk management and audit. The end goal is the formulation of effective 
risk registers. The following is an outline of the workshop: 
• An opening session on the function and goals of risk management referencing the agency 
existing policies 
• A review of the basic risk management process encompassing 
o Risk event identification 
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o Priority assets 
o Data needs 
o Evaluation of risks/risk measures identification 
o Application of risk tolerance 
o Mitigation strategies 
o Tracking effectiveness of mitigation strategies 
o How to track new risks/revise existing risk events 
• Breakout session by asset types  
o Introduction of a generic risk register containing the key fields to be completed 
o Risk event identification by asset type 
o Data needs and risk measures identification for each risk event identified 
o Risk mitigation strategies and monitoring of effectiveness 
• Full session  
o Harmonize risk event identification, resolving overlaps and duplicates 
o Describe risks in clear and plain manner 
o Identify most appropriate risk owners 
o Identify relevant existing data and data needs for evaluating risks in terms of 
probability and impact in monetary terms  
o Identify risk mitigation strategies  
o Identify relevant risk metrics for tracking and measuring risk events and 
mitigation, residual risks and additional mitigation approach 
o Identify risk levels and triggers and clear line of sight between risk management 
and day-to-day management 
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o Identification of level of aggregation- highway (linear) corridors or regional (area) 
corridors 
• Closing session for compilation of risk registers, data needs, priority assets, risk measures 
and identifying cross-asset collaborations to enrich the risk management process 
Data Aggregation  
Data aggregation is where data is pulled from all the identified sources of data for risk 
management. 
Logical Segmentation for Risk Management 
Transportation agencies’ operations will always require data collection and management 
specific to individual assets. For example, the pavement management system will aggregate data 
at the project level where each project was constructed at the same time, maintained at the same 
interval, with the same pavement type and travel experience. On the other hand, the pavement 
marking management system might be maintained and collected by the milepost. To mitigate the 
logical challenges of data integration and preserve the flexibility for risk mitigation at the level 
of its biggest impact on overall agencies’ goals, this study is adopting a corridor approach to risk 
management data integration and management. GIS becomes the tool for integration since most 
DOT data are spatially-enabled. 
Corridor segmentation allows the SHA to prioritize their networks that best reflects their 
funding decisions, political realities, as well as usage of their network. In addition, it provides a 
common logical segmentation for data integration that drives decision making.  Corridor 
segmentation allows for the integration of asset and risk event data at a granular level that makes 
the most sense from an investment and programming perspective. For example, if a storm were 
to take out a bridge, the impact of that risk event is not just at the bridge, but all the assets 
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connected to that bridge. Decision making based solely on the bridge will only capture the 
replacement cost of the bridge and will miss out on the full cost of the risk event. To simplify the 
process, each agency can use its already existing corridor segmentation that fulfills its investment 
decision making and programming analysis.  
Corridor segmentation 
 The corridor segmentation can be defined by a point, linear or area extents based on what 
the agency determines to be the common denominator for tracking costs of the risk event. For 
instance, risk assessment that is focused solely on road users can be sufficiently defined by linear 
extents such as highway corridor. On the other hand, risk assessments based on land use, 
watersheds, and population will benefit from an area or regional corridor such as counties, 
districts, or urban areas. In any case, the framework is designed to work regardless of the level of 
segmentation as long as there is a process to integrate the input to the corridor. 
Geographic Information System (GIS) as a Data Aggregation Tool 
Transportation systems in general are made up of a network of spatially-distributed 
system of physical assets such as bridges, pavements, and other assets in the right of way (7). 
GIS uses a geospatial system for capturing, storing, analyzing, and displaying data related to 
positions on the Earth’s surface. As a result, it becomes a natural choice for data management, 
risk analysis, and visualization especially for data with spatial properties. GIS is able to process 
geographic data from a variety of sources and integrate into a single database as shown in Figure 
3.4 (34). Through data overlays and integration of various risk events and corridor 
characteristics, spatial analysis can yield useful results for event impact prediction, corridor 
analysis, as well as potential for developing robust risk models.   
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Database Contents 
The intent of database integration framework is to produce a dynamic risk management 
database that will take the place of the static risk registers document. This database becomes a 
dynamic repository of knowledge and business intelligence by providing a platform for risk 
analysis, tracking, and updates. Patterson and Neailey (35) carried out an extensive literature 
review of what information should be contained in a risk register. Based on that review and the 
uploaded TAMP documents on the AASHTO TAM portal, it was proposed that the risk 
management database at a minimum contain the following information for each corridor and risk 
event: 
• Risk Identification Number that ties all corridors with the same risk as well as track risk 
dependencies 
• Brief explanation of the risk 
• Asset inventory- number and type of assets on the corridor 
• Condition of assets based on agreed upon performance measures  
• Environmental level data- physical attributes, proximity to watershed, geographic 
properties, soil type, etc…  
• Socio-economic indicators- population, land use, traffic volume 
• Probability value- probability or likelihood of the risk occurring, estimated during the 
risk calculation stage of the data integration framework 
• Risk measures- based on the elicitation stage and determined during the risk calculation 
stage 
• Impact measure- impact of the risk in monetary terms value determined during the risk 
calculation stage 
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• Area of impact- estimated as a function of the geographic area as well as the socio-
economic markers near the corridor 
Figure 3.4  GIS overlay capability (34) 
• Severity of the risk event- function of the area of impact   
• Ranking of each individual risk within the corridor. Ranked risks are those with a high 
severity and high consequence within the corridor 
• Total risk on the corridor- weighted sum of all the risks in the corridor 
• Risk monitor- indicates if the risk has increased, remained the same or decreased in 
severity since last available data collection 
• Risk owner- which agency is responsible for the risk 
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• Risk mitigation plans- based on risk management and data elicitation workshop 
• Risk status- indicates whether the risk is active or whether it has been mitigated 
• Risk potential- indicates whether the risk can lead to other risk and the potential for a 
cascade effect 
This information is designed to create a framework for the risk management database to be able 
to carry out the risk identification as well as provide insight into how the risk can be quantified 
based on available data.  
Closing the Loop (How it all fits together) 
There is no doubt that risk management requirements of MAP-21 and FAST Act 
legislation are a game changer for many SHAs. One of the biggest implications of this is the 
need to radically improve the SHA’s data capabilities and architecture associated with risk 
management, thus enabling all stakeholders to get a clear and comprehensive view of the 
agency’s risk exposure. These requirements are not only a new set of obligations for the SHA but 
are also a tremendous opportunity to strengthen existing initiatives to address data shortcomings 
associated with risk management. These implementations may differ from one agency to another, 
but the goal should be the same: establishing a single source of data for risk management that 
can be accessible and useable for driving investment and programming decisions.   
The framework proposed in this chapter and detailed in Figure 3.5 does not require a 
complete overhaul of the agency’s data management process but instead streamlines the process 
to enable the data to be relevant across divisions and minimizes costs due to duplication of 
efforts. It also provides a way for the agency to quickly identify what missing data is needed to 
Figure 3.5  Database integration framework 
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complete their risk management process as well as improve quality assurance of their current 
data collection process. 
Based on the risk and data elicitation process, the available data is then integrated with 
risk event information and aggregated to the corridor segmentation using an API that will 
transform all the data into a risk measurement database. In cases where the risks cannot be 
quantified, expert knowledge estimation will suffice. As new data is imported, APIs will 
aggregate it with existing data and update the database providing a means of tracking 
performance of the mitigation plans (36).  
The contributions of this study include a database integration framework, design of APIs 
for extracting data for risk calculations, and APIs to display a suite of dashboard applications for 
visualization, data mining to support funding, investment strategies as well as operational 
decision-making. 
Figure 3.5  Database integration framework 
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Background 
Transportation is the mainstay of economic activity, connecting producers with supply 
chains, customers with products and tourism, and people with their workplaces, homes, and 
communities across both urban and rural lands. In 2017, the transportation sector added over 
$400 billion to the U.S. gross domestic product (1) while moving more 19 trillion dollars of 
shipments value, about 60% of which were moved on road. The demands on the transportation 
system lead to ongoing deterioration of roadways and bridges that must be repaired, rehabilitated 
or replaced to preserve the integrity and reliability of the transportation system. Transportation 
managers must continually evaluate system safety, performance, condition, and vulnerabilities in 
the context of available funding to make good transportation investment decisions. The ongoing 
costs associated with preserving the condition and performance of existing transportation assets 
are significant. Billions of dollars are spent each year by state and local government agencies to 
hold deterioration at bay, so the transportation system can continue to support user reliability and 
safety with minimal disruption. The need to efficiently manage transportation system 
investments has led to a recognition of the benefits of managing assets using a data-driven 
systematic approach generally referred to as Transportation Asset Management (TAM). 
AASHTO defines TAM as an intentional and systematic process of operating, maintaining, 
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upgrading, and expanding the capacity of physical assets throughout its lifecycle (2). TAM 
forces state transportation agencies which are public institutions to adopt the same business 
practices that the private sector is defined by in its stewardship of public funds. According to the 
International Standards Organization documents in ISO 55000 and ISO 31000 (3, 4), risk 
management is the core principle of asset management. Hence, TAM cannot be effectively done 
without quantifying and qualifying risk, and how it will be managed to accommodate community 
values related to accepting and managing risks. To that end, on July 6, 2012, the Moving Ahead 
for Progress in the 21st Century Act (MAP-21) was signed into law by President Obama. MAP-
21 requires states to develop a risk-based asset management plan for the National Highway 
System (NHS) to improve or preserve the condition of the assets and the performance of the 
system. MAP-21 sparked a paradigm shift from traditional formula-based emphasis to a 
performance-based approach for TAM (5). Hence, the business of all state departments of 
transportation (DOTs) is to identify, manage and communicate acceptable risk, risks strategies, 
and what can and cannot be accomplished given the available resources. This process of risk 
management by nature is very data intensive since you cannot manage what you cannot measure 
(6, 7). 
As a result, state DOTs and other transportation agencies collect, exchange, manage, and 
use substantial quantities of data and information for project development and subsequent 
management of the physical assets for which they are responsible.  These agencies devote 
considerable resources to data collection and storage and often face challenges such as 
duplicating effort or gaps in data collected by various organizational units; ensuring that data 
sources are well documented and data is current; and providing the various units responsible for 
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planning, design, construction, and operations and maintenance of system assets with access to 
reliable and current information for decision making. 
Persistent evolution of data and information technologies present challenges as agencies 
seek to ensure that the transportation system delivers high performance and the agency performs 
its functions effectively and efficiently.  Remote sensing, Lidar, GIS, 3-D graphic displays, and 
virtual reality (to name a few of the newer developments) are supplementing or replacing data 
acquisition and information management practices once based on physical measurements and 
storage and display in large-format print media. Many agencies must deal with legacy data while 
avoiding obsolescence in their management practices. Typically, fragmented DOT business 
practices and the decades-long processes of asset development and life-cycle service have 
produced disparate data sets that are poorly suited to effective long-term system asset and risk 
management (2, 8, 9). 
The State of Risk Based Asset Management Implementation 
MAP-21 requires that each state must have a risk-based TAM plan in place to preserve the 
condition of its assets and improve the performance of the National Highway System. Many 
requirements of MAP-21, including requirements for state DOTs to develop risk-based asset 
management plans and to establish performance-based planning processes, remain unaffected with 
the passage of the Fixing America’s Surface Transportation (FAST) Act, signed into law in 2015. 
However, the state of the practice for U.S. transportation agencies’ use of enterprise risk 
management is still emergent and evolving. Although agency officials informally manage risks 
constantly, there are few examples of formal, documented enterprise risk management among U.S. 
transportation agencies (10). An NCHRP report released in 2016 to identify and evaluate 
successful implementation of enterprise risk management programs among state DOTs, 
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international transportation agencies, and non-transportation organizations found that a majority 
of state DOTs did not have a formal risk management process compared to their international 
transportation and non-transportation counterparts that were surveyed (11). In a 2017 national scan 
of how state DOTs were integrating risk management in their TAM, it was found that most 
agencies were using risk registers for their risk management (12). It did not allude to any 
identification of data or data gaps for updating the risk registers or how that translates to program 
development or overall decision making. However, it also found that state DOTs were putting in 
place policies and structures for risk management and the only thing missing was a working 
implementation for risk-based TAMP to drive decision-making.  
In addition, a literature review of the TAMP documents uploaded to the AASHTO TAM 
portal (13) revealed that all the state DOTs stopped at risk registers identified through workshops 
with internal and external stakeholders but that process was not integrated with TAM and some 
did not factor in external events in their risk management. In other words, these initial TAMP 
documents acknowledged risks but did not address, for the most part, how the risk management 
process is fully integrated into the overall TAMP. 
In the previous chapter, the foundation was laid for the need for a risk management 
database as the missing piece to full implementation of the risk management framework required 
to satisfy the intent of the MAP-21 act. In this chapter, the focus is on the implementation of the 
risk management database using Iowa DOT data and risk register. In addition, this chapter will 
include discussions on how to expand this approach to be used by any state DOT. 
Implementation Overview 
Figure 4.1 is a summary of the implementation process. It begins with data elicitation that 
identifies what risk events are of interest to the agency, the assets being considered, and the sources 
64 
 
 
 
of available data. This is followed by data integration which involves spatial integration for data 
sources with spatial information and non-spatial data integration for data sources that can be linked 
by a unique identifier. Finally, this results in a risk management database that provides the basis 
for mapping or visualization and further analyzes. The arrows in the diagram represents the 
application programming interface (API) that translates one process to the other.  
 
Figure 4.1  Implementation process 
In the following sub-sections, each process will be broken down. 
Data Elicitation 
This is the process of identifying what risk events the agencies are interested in including in 
their risk registers along with the critical asset types and data sources. From the previous chapter, 
it was proposed that the risk register workshop should be improved upon to include the process 
for providing the inputs for a successful risk management database. Hence, risk registers from 
TAMP documents submitted by agencies per MAP-21 requirements on the AASHTO portal 
were reviewed to gauge common risks that agencies have identified (13). The following are the 
common risk events categories identified by the state DOTs TAMP:  
• Financial risks related to the long-term stability of asset management programs  
• Information and decision risks related to the implementation of asset management 
programs  
Data 
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• risk event
•asset types
•data sources
APIs
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Integration
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• External risks involving both human-induced and naturally occurring threats  
• Asset Condition  risks associated with asset failure  
Financial Risk  
Financial risks are risks related to the long-term stability of asset management programs 
such as unmet needs in long term budgets, funding stability, and exposure to financial losses by 
the state DOTs. Table 1 summarizes the sources of the financial risk as explicitly identified in 
the agencies’ TAMP documents. The top three financial risk sources from Table 4.1 are revenue 
variation or uncertainty, federal funding, and inflation. The biggest driver for revenue variations 
were attributed to increased fuel efficiency from newer electric and hybrid cars and from 
decreases in vehicle miles travelled as a result of rural to urban migration. Some agencies like 
Iowa DOT identified in their risk register that a 15% or more drop in revenue will lead to 
dropping some of their asset management projects while for Montana, a decrease of more than 
3% in revenue will alter their TAM programming. For simplicity, these top 3 financial sources 
will be used in estimating a financial risk measure as they are readily available. Past revenue 
from each state is available as well as forecasted revenue from the state DOTs budget office. 
Federal aid funding information is readily available from US DOT, and inflation numbers are 
also available from the Federal Reserve.  
Financial metrics are not commonly used by U.S. state DOTs compared to their 
international counterparts in Europe and Australia, and also compared to private sector 
businesses. These metrics provide transparency and are useful as another set of tools for risk 
tracking and ensuring that the investment strategies of states DOTs are adequate in the face of 
risk events (14). The FHWA proposed in 2012 the asset sustainability ratio or index as a simple 
measure that provides decision makers a comparative idea of the level to which assets are 
66 
 
 
 
sufficiently funded to reach a desired condition target (14,15). The sustainability index or the 
financial risk measure (FRM) is calculated thus: 
FRM = 
 𝑎𝑚𝑜𝑢𝑛𝑡 𝑏𝑢𝑑𝑔𝑒𝑡𝑒𝑑
𝑎𝑚𝑜𝑢𝑛𝑡 𝑛𝑒𝑒𝑑𝑒𝑑 
                (1)                                     
To add credibility to the calculation while still keeping it simple, an inflation term will be added 
to the equation above to yield a new FRM thus  
FRM = 
 𝑎𝑚𝑜𝑢𝑛𝑡 𝑏𝑢𝑑𝑔𝑒𝑡𝑒𝑑 
𝑎𝑚𝑜𝑢𝑛𝑡 𝑛𝑒𝑒𝑑𝑒𝑑 
∗ (1 − 𝑔) (2) 
where g = inflation in decimal. 
Table 4.1  Summary of financial risks 
Financial risk source Agency Count 
Revenue variations/uncertainties  22 
Federal funding/ new mandates 14 
Inflation 8 
Unfunded maintenance requirements – e.g., regulatory  7 
Construction costs 6 
Climate change 5 
Public perception/support 5 
Uneven age distribution 1 
Debt servicing  1 
 
A ratio of 1 means that there are no funding gaps which implies that the level of funding is 
sufficient to meet the set condition target. It is not expected that the ratio from Equation 1 will be 
more than one but in the event it happens, it should be made equal to one. They further proposed 
that for one asset, the metric will be called a sustainability ratio and if a class of assets are 
measured it will be referred to as a sustainability index (15). For the purpose of this study, only 
pavements will be considered, hence, a sustainability index. 
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Since the FRM is a network measure, to calculate a risk probability at the analysis segmentation 
or aggregation level, which in this case is the highway corridor, the FRM will be weighted by the 
last measured condition of the corridor, VMT carried by the segment, and the system of the 
segment, that is, if the corridor carries an interstate, US, or state route. The highway corridor can 
be defined by the state agencies based on traffic volume, freight corridors, population density, or 
land use. This will lead to a risk probability (financial) calculation, PFinance, thus 
PFinance = (1 − 𝐹𝑅𝑀) ∗ 𝑐 ∗ 𝑠 ∗
 𝑉𝑀𝑇 𝐶𝑜𝑟𝑟𝑖𝑑𝑜𝑟 
𝑉𝑀𝑇 𝑁𝑒𝑡𝑤𝑜𝑟𝑘 
 (3) 
where s = system weight and c = condition weight, and the values for c derived from Table 4.2 
based on condition of corridor. 
s =  
 𝑉𝑀𝑇 𝑆𝑦𝑠𝑡𝑒𝑚 
𝑉𝑀𝑇 𝑁𝑒𝑡𝑤𝑜𝑟𝑘 
 (4) 
Table 4.2  Condition weight table 
Condition Weight 
Good  1 
Fair 2 
Poor 3 
 
Information and Decision Risk 
Information and decision risk is related to the implementation of the asset management 
program such as lack of critical asset information, quality of data, modeling or forecasting tools 
for decision making. Risk management is data intensive as a variety of asset management 
functions within transportation agencies produce, process and analyze substantial amount of data 
daily (8,9). With the rapid evolution in data and information technologies, transportation 
agencies are cashing in on the promise of data driven decision-making. The size and complexity 
of the data are growing over time with challenging implications as agencies seek to ensure that 
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the transportation system delivers high performance and the agency functions effectively and 
efficiently (9). Extensive lists of IT challenges and data issues are documented in the literature 
(9, 16, 17). From the TAMP document submitted by the state DOTs, the following are the 
biggest issues that the agencies explicitly identified as driving the information and decision-
related risk: 
• the availability and quality of data 
• data management system 
• inability of the IT department to support decision and analysis of business needs 
• performance models not factoring in climate change and other relevant variables that 
indirectly impact performance and operations 
• lack of performance and forecasting models 
Another driver of this risk that was not stated in the TAMP documents is the fact that 
fragmented DOT business practices and the decades-long processes of asset development and 
life-cycle service have produced disparate data sets that are not well suited for effective long-
term system asset and performance management. To remedy the situation, AASHTO has 
developed a set of Core Data Principles for transportation data (18) in addition to an official data 
self-assessment guide that includes data management modules with emphasis on quality data, 
association with strategic goals, regular audits of data, well-defined organizational roles, and 
mechanisms for security and privacy (9). To qualitatively understand the degree to which their 
data processes may be at risk, state DOTs can submit to the self-assessment guide, however, for 
the purpose of the risk management database, the analysis of variances between results and 
expected targets can become an excellent source of risk information, as it helps to explain 
performances that are changing suddenly (19) which can be an indication of the inconsistencies 
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in the data. Thus, the consistency of all the variables that are used in the performance estimation 
must be evaluated to determine the validity and quality of the data before the performance is 
calculated (20). Hence, the risk probability of information and decision-related risk event is 
developed to quantify the impact of the data quality and performance or forecasting model. An 
agency can evaluate its performance or forecasting model by looking at how well the model is 
predicting new values from data collection based on a target confidence interval. Therefore the 
risk probability becomes a measure of the ratio of correction predictions, given a confidence 
interval, compared to the entire network.  
PIDR = 
 𝐶𝑃 
𝑁𝐶
   (5) 
where CP = correct predictions and NC = total number of corridors in the network. 
External Risks 
These are risks involving both human-induced and naturally occurring threats such as 
climatic or seismic events, slope failures, rock falls, lightning strikes, winter weather operations, 
and terrorism. Natural events such as floods, fire, and earthquakes are unpredictable and have the 
potential to cause extensive damage, undermining transportation systems, and in some cases 
severing vital links in the highway network leading to significant holdup to commute, commerce, 
and potentially to emergency services. Extreme weather events impact nearly every state in the 
U.S. In 2012, a total of 133 disaster events occurred resulting in about $881 billion in damages 
(21). There is strong evidence to suggest that events related to climate change such as increasing 
temperature, heavy precipitation, and coastal flooding will continue to grow in frequency and 
severity in the coming decades (22, 23, 24, 25). Table 4.3 is a revised summary of the risk events 
that state DOTs identified in their TAMP documents from the previous chapter and it shows that 
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external events is one of the biggest risk events impacting agencies abilities to deliver on their 
financial and investment strategies.  
A standard set of risk events provide a common basis for risk assessment, which can then 
be applied to local and regional conditions during a transportation risk analysis (26). For 
example, earthquakes would not be considered for risk management in Iowa as it is extremely 
unlikely for the region. Equation 6 shows the general form of a single functional equation for a 
variable, Y that is a function of N parameters. In reality, the systems described will have many 
variables and will need several functional relationships to be satisfied. However, for simplicity, 
the systems will be defined by their frequency of occurrence.  
Y = 𝑓(X1 + X2 + X3+…+XN)    (6) 
where N = number of external risk events identified by agencies and X is the frequency of 
occurrence. 
Based on a 2013 Florida DOT study (27), it can be assumed that number of external events 
follows a Poisson distribution  
 P = 𝑒−𝜆
𝜆𝑘 
𝑘!
       (7) 
where P is the probability that k number of events will occur per interval of time and λ is the 
event rate. The recurrence time between two consecutive events can be expressed in a probability 
distribution function of T, such that: 
XT(t) = P(T <= t) = 1 − 𝑒−𝜆𝑡                     ( 8) 
where λ = average rate or number of occurrence per year, and the average recurrence time =  1/λ 
(27). 
The average number of events can be obtained from historic data kept by the agency or from an 
external national agency.  
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Table 4.3  Revised summary of risk events 
Risk Events 
Agency 
Count  
Financial Risks 21 
Business operations risks (personnel changes and knowledge gap) 21 
External Event 20 
Information and decision risks 18 
Bridge failure – structural, other than hits, scour, resulting in loss of service  13 
Condition related risks/Performance related risks 13 
Heavy truck volume growth/weight increase  9 
Bridges are damaged or destroyed due to scour 7 
ITS or traffic control failure – resulting in safety impact  6 
Scope growth/growth in size of network relative to funding  6 
Culverts and other drainage facilities fail (blockages or overtopping) unexpectedly. 6 
Capacity improvements projects are delayed/deferred maintenance 5 
Retaining walls (requiring maintenance but no mobility impacts)/slope failure 4 
Bubble in asset replacement needs due to uneven asset age distribution 4 
Negative Public opinion/public involvement delay killing projects 4 
Sinkholes emerge under or near roadway sections compromising foundation. 3 
Winter weather treatments and impacts on pavement deterioration   3 
Socioeconomic risks- population growth/ shift to urban areas/land use 3 
Avalanche requiring maintenance but no/minimal delay  2 
Travel Mode changes 2 
Highway safety 2 
Tunnel collapse/closure due to safety incident 1 
Subsurface utilities impacts by others in ROW (and below roadways)  1 
Make projects more complex 1 
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For rare events, where there is an effective small sample size or no data, the estimation of 
a probability of occurrence will benefit from the introduction of a small a priori probability 
utilizing Bayesian networks (28). 
Asset Condition Risk 
Asset condition risks are associated with asset failure such as structural, capacity or 
utilization, reliability of performance, aging, soil and subsurface utilities, and maintenance or 
operation. According to NCHRP Report 08-93, failure is not only “acute and complete, but also 
as incremental failure including: 
• Structural: where the physical condition of the asset is the measure of deterioration, 
service potential or remaining life; 
• Capacity/utilization: where it is necessary to understand the degree to which an asset is 
under-or-over-utilized compared to the desired level of service; 
• Level of service failures: where reliability or performance targets cannot be met; 
• Obsolescence: when technological change or lack of replacement parts render the asset 
uneconomic to operate; 
• Cost or economic impact: where the cost to maintain and operate an asset is likely to 
exceed the economic return expected, or is more than the customer is willing to pay.” 
 
Before MAP–21, there was no explicit mandate for state DOTs to show how their TAMP 
maintained national performance outcomes. There was no requirement to track condition or 
performance, set up targets, measure progress toward targets, or report on condition or 
performance in a manner that FHWA could use to evaluate the entire system. This final MAP-21 
rule creates performance measures to assess pavement and bridge conditions on the NHS for the 
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purpose of achieving consistent national performance outcomes. The four pavement performance 
measures are (29):  
• percentage of pavements on the interstate system in good condition 
• percentage of pavements on the interstate system in poor condition 
• percentage of pavements on the NHS (excluding the interstate system) in good condition; 
and percentage of pavements on the NHS (excluding the interstate system) in poor 
condition.  
The two performance measures for assessing bridge condition are:  
• percentage of NHS bridges classified as in good condition; and  
• percentage of NHS bridges classified as in poor condition  
At the network level, a set of measures that evaluate both condition and risk are ones that 
predict the percentage of assets that meet the targets defined by MAP-21 into the future based on 
anticipated funding levels (14). To capture this risk at the corridor level, the percentage of assets 
that meet the targets will be weighted by the rate of deterioration of the corridor. Also, this can 
be accomplished by weighting it with one or more of these variables that drive pavement 
deterioration such as heavy truck traffic growth on the corridor segment, maintenance history, 
and winter weather operations to capture some of climate risk factor. 
Risk Consequences 
The goal of risk analysis is to identify the various elements of risk and combining them 
into some quantifiable estimate of risk.  The intent of this research is to provide that estimate of 
risk in monetary terms. Equation 8 is the basic formula for calculating risk, R: 
R = C * T (8) 
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Where R and C (consequences) is measured in dollars and T (threat) is expressed as probability 
(26). Since transportation networks are usually broken into corridors for planning purposes, the 
importance of each corridor then becomes a function of the traffic it carries, the urban centers it 
connects, and the development that it drives.  Breaking out the consequences terms in Equation 8 
will result in the following formula (26):  
C = human impact (fatalities + injuries) + user cost (vehicle running cost + lost wages) + owner 
cost (asset damage + asset loss) + impact1 + impact2 + . . . + impactn (9) 
The value of human life and serious injury is calculated by each state DOT. Owner costs are the 
replacement value of each asset. Vehicle running costs can be determined from the federal 
allowable rates (30). User wage costs are available from National Occupational Employment and 
Wage Estimates (31). Vehicle occupancy rates are available from the National Household Travel 
Survey (32). Equation 9 can be modified to add additional variables such as the value of goods 
carried on the corridor. Value of goods carried by the corridor can be obtained from FHWA 
Freight Analysis Framework, FAF (33). Obtaining the data required for calculating the risk 
consequences will require the integration of data not captured by the state DOTs such as socio-
economic data from US Census Bureau. 
Data Integration 
Effective and efficient risk management relies heavily on availability of objective data. The 
data required to run complex risk analysis resides in multiple systems across the state DOTs 
departments and in different schemas. The difficulty associated with organization and 
normalization often presents the biggest challenge in receiving relevant and timely risk 
information. Tactical database and spreadsheet tools are inflexible, difficult to maintain and 
generally unreliable. The lack of integration between systems poses big challenges to 
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transportation agencies’ efforts to integrate risk management in their TAM. However, since data 
collection is capital intensive, the aim of the risk database framework is not to force agencies into 
a specific data management system but instead using the existing agencies DOT enterprise data 
systems.  
Accomplishing this integration requires a spatial and non-spatial approach (Figure 4.2) to 
integration of available inventory, measurement, reporting, and financial planning data. These two 
approaches are discussed in the following sub-sections. 
Spatial Integration 
A key characteristic of spatial data is reflective of the technologies that are used to collect 
them, technologies such as global positioning systems (GPS) and remote sensing (8, 25). With 
rapid evolution in these technologies, the accuracy of the positional location of the data 
collection has greatly improved especially for the level of accuracy required for state DOTs 
decision making. In general, state DOTs employ the following three methods of location 
referencing as culled from NCHRP Research Report 903 (34): 
• 1-D location referenced to a known location, such as a mile point or offset point from 
stationing; 
• 2-D shape with X and Y lateral dimensions, similar polygon outline on a plan view; and 
• 3-D extent that incorporates an elevation (z-dimension). 
Another consideration of spatial integration is how data collection is encapsulated using 
GIS data models such as vector and raster data models as shown in Figure 4.3. For instance, in 
pavement management, condition data collection intervals are often standardized at 1/100th of 
a mile. Hence, the data is then aggregated to pavement management analysis segment that can 
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Figure 4.2  Data integration approach 
range from one to several miles. For an ambitious project such as a risk management database, 
the data will invariably come in various geographic extents requiring a combination of the 
locational referencing methods as well as spatial data assignment in a GIS environment.  From 
the NCHRP Report on Successful Practices in GIS-Based Asset Managements, GIS facilitates 
“the integration of disparate data entities using location as the common denominator, 
visualization of multiple data layers for a selected area or network location, map-based data 
access for viewing and editing, and spatial analysis involving queries of information based on 
proximity, route, or geospatial feature.” (8) Hence, GIS can take the various data entities whether 
modeled as point, line, or polygon feature and transforms the data using spatial relationship 
functions to produce a resulting dataset that aggregates the desired spatial outcomes as shown in 
Figure 4.4. The resulting dataset then has all the variables required for estimating the risk 
measures discussed in the preceding sections. 
Data Integration
Spatial
GIS 
(Vector/Raster) 
Non-spatial
Application 
Programming 
Interface
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Figure 4.3  GIS feature types 
 
Non-Spatial Integration 
From Figure 4.4, the input data are usually disparate data entities. While a GIS 
application can integrate these data by virtue of their spatial location, it does employ a tightly 
coupled system architecture which implies that the input must be predefined. However, these 
input data, especially for a risk management database, can come from sources outside of the 
agency or could be legacy systems within the state DOT that would require a fair amount of data 
pre-processing before it can be input into the GIS application. This data pre-processing is where 
the non-spatial data integration comes in to get the data into a format that it can be consumed by 
the GIS application with the desired outcomes. In a technical sense, this is the functionality of an 
Figure 4.4  Data integration work flow 
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application programming interface, API. APIs are employed in software engineering to define 
permissible inputs, outputs, and controls. It is basically a set of specifications that define how 
disparate elements can communicate with each other (35, 36). In this risk database 
implementation, the API is used to prepare inputs into the GIS module as well as to package the 
output for integration with other analytical tools for knowledge discovery to support the 
decision-making. Hence, Figure 4.4 becomes modified by the addition of the API to result in 
Figure 4.5. The inclusion of the API enables the overall application to be packaged into an 
extensible single standalone program with plugin for other analytical tools or third party 
visualization package. In addition, it minimizes the learning curve for state DOT risk manager by 
hiding all the complex programming using the API. In addition, to minimizing the learning 
curve, it also allows for easy updates and addition of new functionalities. 
The Risk Database 
The risk database is populated by the following information as discussed in Chapter 3: 
• Risk Identification Number- ties all corridors with the same risk as well as track risk 
dependencies 
• Brief explanation of the risk 
• Asset inventory- number and type of assets on the corridor 
Figure 4.5  Data integration workflow showing the API 
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• Condition of assets based on agreed upon performance measures 
• Environmental level data- physical attributes, proximity to watershed, geographic 
properties, soil type, etc. 
• Socio-economic indicators- population, land use, traffic volume 
• Probability value- probability or likelihood of the risk occurring, estimated during the 
risk calculation stage of the data integration framework 
• Risk measures- based on the elicitation stage and determined during the risk calculation 
stage 
• Impact measure- impact of the risk in monetary terms value determined during the risk 
calculation stage 
• Area of impact- estimated as a function of the geographic area as well as the socio-
economic markers near the corridor 
• Severity of the risk event- function of the area of impact   
• Ranking of each individual risk within the corridor, similar to Figure 3.3. Ranked risks 
are those with a high severity and high consequence within the corridor 
• Total risk on the corridor- weighted sum of all the risks in the corridor 
• Risk monitor- indicates if the risk has increased, remained the same or decreased in 
severity since last available data collection 
• Risk owner- which agency is responsible for the risk 
• Risk mitigation plans- based on risk management and data elicitation workshop 
• Risk status- indicates whether the risk is active or whether it has been mitigated 
• Risk potential- indicates whether the risk can lead to other risk and the potential for a 
cascade effect 
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These are spread out over several database tables as shown in Figure 4.6. The number of 
database tables depends on how many external events that the state DOT identifies in its risk 
elicitation process. Each table is populated following the results of the spatial integration and can 
be populated by data from various input sources. For example, the financial risk table is 
populated from the highway corridor inventory data, as well as the financial/business operations 
data. The role of the API in Figure 4.5 is to map each table with the relevant fields from the 
aggregated data.  
Figure 4.7 shows a flowchart of how an agency can implement the proposed database 
integration framework. It begins from a very collaborative workshop whose main goal is to 
synthesize the risk events, assets, and data needs to be aggregated and how to measure the risk 
Figure 4.6  Risk database model 
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impacts using the identified data as well as the granularity level of the analysis that the agency 
desires to drive its decision-making. 
 
 Risk Management Data Implementation  
Demonstration of the risk management database integration framework is implemented 
using Iowa data on its pavement management program as well as supplementary data. Iowa was 
chosen based on accessibility and availability of data that could be used to develop a realistic 
demonstration of the capabilities. 
From the NCHRP 800 Report, “the Iowa DOT has an active and mature GIS program and 
is well placed to leverage a variety of data sources” that can be used for asset management 
decision support. The department collects and maintains geospatial data sets that can provide 
additional information that can be tapped for a rich risk management database. Available 
pavement data include condition data, international roughness index (IRI), rutting, friction, 
cracking, faulting, and material tests for specific projects. Other available data include traffic, 
economic drivers, land use, and weather information.  
While the network level information is aggregated to planning corridors as shown in 
Figure 4.8 from the Planning Division, the demonstration illustrates the use of GIS to integrate 
Figure 4.7 Implementation framework for agency 
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network- and project-level data that have been identified via the risk identification process to be 
relevant to the risk management process to produce a risk management database to support trend 
analysis and pattern detection—and communicate results of these analyses in order to identify 
appropriate mitigation response.  
Figure 4.8  Map of Iowa showing the interstate corridors 
Methods and Materials 
The data integration framework for populating the risk management database is 
implemented using two applications namely Feature Manipulation Engine (FME) and ESRI suite 
of geospatial tools. 
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Feature manipulation engine 
  The Feature Manipulation Engine (FME) is a proprietary product from Safe Software. 
FME is a data integration and transformation tool for automating data processing workflows. It is 
the engine responsible for the spatial integration component. It can read and transform data from 
various popular formats. In addition, even though coding is not required to build the processes, it 
provides the ability to write programs using Python and R to extend the functionality of the 
workflow. This is very important as it provides the option of designing the API using inbuilt 
functionality or using the programming language support to design an efficient process for the 
API to communicate with the spatial integration module. As a result, FME makes cross-platform 
development simpler with availability of programming using Python, while allowing developers 
to create seamless user experiences for the end-users. In addition, it enables declarative data 
fetching where a client can specify exactly what data it needs from an API. As a result, the API 
allows for fine-grained insights about the data that is requested on the backend. As each client 
specifies exactly what information it’s interested in, it is possible to gain a deep understanding of 
how the available data is being used. This can help in evolving an API and deprecating specific 
fields that are no longer used. 
Figure 4.9 shows a generic workflow of how the FME works. In the example, it reads 
data from two sources A and B and integrates the data into one dataset C via built-in or 
customized transformation tools appropriate for the data sources and the desired outcomes. 
ESRI tools  
While the FME does provide a map display for visualization, it is not built for robust 
visualization of spatial data as it is for its transformation. Figure 4.10 shows the overlay of all the 
sample input data from the Iowa demonstration using ESRI’s ArcGIS Desktop®. ESRI is the 
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most popular GIS vendor for state DOTs and most state DOTs has one or several of its desktop 
applications already in use. Like FME, it also comes with programmable GIS functionality for 
extending its application. 
 
Figure 4.9  Generic FME workflow 
 
Figure 4.10  Map showing data overlay for select risk data 
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Data processing 
 As with any data from disparate sources and collected for different applications, there is 
need for data cleaning to streamline the integration process. First and foremost, the data is 
checked for its data model and metadata that will determine how the data extraction and 
integration API will be designed. In addition, missing data, incomplete records or invalid data 
are evaluated as well as the coordinate system of data collection or archival. For example, point 
data such as events with latitude and longitude information will need to be re-projected to match 
the coordinate system of the corridor features that is been integrated with to ensure that the 
points are aggregated to the correct corridor. 
            Figure 4.11 shows the workflow for the point data sources. The event data is archived 
using comma-delimited files (CSV) with latitude and longitude fields that is passed through the 
vertex creator to create points which are then re-projected to match the coordinate system of the 
corridor as shown. Also, the pavement condition data which are already in points are passed 
directly to be re-projected. Both streams of data are then integrated to the corridor by spatial 
assignment. There is a buffer application that ensures that whatever points that gets assigned to 
the corridor are within 20m. The output of the spatial integration is passed through a filter that 
enables further quality control/quality assurance to ensure the integrity of the process as shown 
in Figure 4.12. In Figure 4.12, data passing the filter are then summarized by corridor and then 
the risk database tables are populated accordingly. 
 Not all data sources are point data, some are area data such as the weather information 
from the Iowa Mesonet (37) that breaks the state into geographic grids and climate data is  
aggregated to these grids. The same overall process as shown in Figures 4.11 and 4.12 will still 
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Figure 4.11   Workflow showing data preprocessing 
Figure 4.12  Workflow showing data aggregation 
apply to their integration with the corridor but with a different spatial assignment protocol that 
takes into account the areal characteristics.  
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Decision making 
 At the core of the need for a risk management database is to be able to integrate data from 
various relevant sources and having the results in a form that enables further analysis and 
decision making. Figure 4.13 shows the results of the data integration with the risk database table 
Figure 4.13  Risk database showing sample values 
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populated with sample values. The risk data base in this demonstration is a file geodatabase. A 
file geodatabase is an ESRI proprietary database that provides all the functionality of an object 
relational database for spatial as well as non-spatial attributes. Additional tables can be 
synthesized based on any desired outcome.  
The integration of historical and current data can be an effective tool to understanding 
past and existing system performance. The results can be very important for analyzing the causes 
of asset failures and in understanding the spatial and temporal dynamics of such in order to help 
prioritize the types of risks identified. This can be very useful for developing a quantitative 
measurement of risk that can go a long way to help track, monitor, and continuously update 
evolving risk registers for state DOTs. 
 In addition, the data can be used to create a benchmark of asset performance as a very 
useful tool for understanding the impacts of the identified risks. In fact, using the available data 
to track for the identified risks is the essence of risk analysis. Statistical tools can then be 
employed to assess expected performance of the transportation system under different risk 
scenarios. Figure 4.14 shows how the results of the data integration can be used for decision-
making. Figure 4.14 presents a categorical way of presenting quantitative data to show areas of 
interest on the I-80 corridor. These are areas of high impact to freight travel should any risk 
event take place on those corridors shown in red. Additional maps can be produced based on all 
the underlying datasets that have been integrated to show what is driving the issue providing 
decision-makers with options in their risk mitigation approaches and the benefit-cost 
implications of each option. 
Within the context of risk-based TAMP, leveraging available data and analysis tools 
helps visualize and articulate, in both qualitative and quantitative terms, how the combination of 
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various risks and mitigation strategies would impact performance targets. It paves the way for 
the consideration of how various factors, such as revenue constraints, demographic trends, 
economic shifts or technological innovation can affect a state or region and its transportation 
system performance (38). 
Figure 4.14  The Iowa Interstate 80 corridor freight capacity 
Conclusion 
Rapid evolution of data and information technologies present both opportunities and 
challenges as agencies seek to ensure that the transportation system continues to perform 
effectively and efficiently.  In addition, many agencies must deal with legacy data while avoiding 
the loss of continuity in their management practices. Usually, disparate DOT business practices 
and the decades-long processes of asset development and life-cycle services have produced varied 
datasets that need data integration for effective risk management. 
Although most state DOTs have included a risk register in their TAMP very little was 
found on how it will be used for decision making. Therefore, since documentation of agencies 
risks was required as part of MAP-21 a risk management database system was implemented. This 
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database will improve the still emergent risk management methodology among state DOTs. It 
provides a tool by which the risks within the agency can be effectively visualized and managed as 
part of the ongoing process of risk-based TAMP. 
The design of the risk management database provides a way for risks identified by the 
agency to be easily added, updated, and modified irrespective of its spatial nature. The risk 
management database was developed using two approaches. The first approach uses a spatial 
module to integrate all disparate data and then designing an interface for adding new data as they 
become available ensuring that the risk calculations are up to date and relevant. The second 
approach uses an extensible architecture by its use of an API. Therefore, making it easy for state 
DOTs to add to its functionality as well as remove obsolete functions.  
Finally, a risk management database provides a vital step to increasing the returns on 
investment of all the data collection investments both in new technologies and new initiatives and 
to translate the information to actionable intelligence for ensuring good stewardship of public 
funds. 
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CHAPTER 5. GENERAL CONCLUSION 
 
Risk management analysis is one of the new requirements under MAP-21 and 
subsequently the FAST Act that separates transportation asset management programs (TAMP) 
from business as usual for the State departments of transportation (DOTs). Based on this 
requirement, each agency will discuss the concept of risk and how it should be incorporated into 
its transportation asset management program. This research used a state of the practice survey of 
all US state DOTs to identify how agencies were implementing the risk integration and what data 
were considered in that process. Based on that, the research proposed a data integration 
framework for implementing a risk management database of all relevant variables needed by an 
agency for its risk management activities. Finally, the research implemented the data integration 
framework using the Iowa Interstate 80 corridor from the Missouri River to the Mississippi River 
as case study. 
  The first paper presented findings from the state of the practice survey of how state 
highways agencies were integrating risk in their TAMPs as well as identified research needs to 
facilitate state DOTs compliance with the MAP-21 and FAST Act requirements. It included a 
discussion of agencies’ TAMP readiness, the risk identification process, and what available data 
were used to generate the risk registers.   
The second paper proposed a framework for designing and developing a risk 
management database by integrating all the relevant data that drives an agency’s risk 
management process. It identified the challenges facing data integration implementation and 
recommended best practices for overcoming those challenges by proposing modifications to the 
risk identification process that is currently in place at all state highway agencies. The proposed 
modifications captures the qualitative and quantitative nature of risk management. 
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The third paper implemented the data integration framework using Iowa DOT data and 
risk registers to implement a risk management database. In the process, designed an API for data 
extraction, integration, and risk calculation. This chapter also provided guidance on how 
agencies can measure risk related to data collection and data modelling.   
Typically, risk management is a collaborative endeavor among the various divisions that 
make up an organization. This research proposed a new way of doing risk register workshop that 
taps into the synergy demanded of effective risk management. The proposed approach to the risk 
register workshop provides for a risk-based investigation to focus data collection, identification 
of risk events and quantifiable measures, identification of critical assets to narrow focus, and 
adoption of similar data collection specifications to enhance seamless data sharing and less 
duplication of efforts. This will invariably improve the accuracy of the risk calculations and the 
utility of the risk management database. 
Limitations and Future Research 
The scope of this research was to design and implement a data integration framework for 
implementing a risk management database, while this is an important contribution to risk 
management studies and integration in the DOTs TAMPs, it is just a first step. The goal of 
having all the relevant data integrated is to provide transportation officials pertinent and timely 
information in a systematic way in the face of risk events in order to make informed decisions 
and take action. To get to this point, there is need for risk modelling to produce risk profiles and 
baselines that will help agencies determines thresholds and triggers to guide the risk 
identification process as well as the risk mitigation process.  
In order for any risk modeling to be successful, it has to be based on good quality data. 
As a result, there is need for a framework that helps agencies improve the quality and relevance 
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of data already collected and how it integrates with future data collection to ensure consistency 
and model integrity.  
State DOTs by nature are not monochromatic in the sense that they manage multiple 
assets across different divisions towards one objective. This warrants future research into the 
synthesis of a composite measure of risk and performance that reflects organizational needs. This 
composite measure should provide a systematic process for updating the risk assessment process 
in a way that identifies a linkage to decision making by providing a basis for comparing 
alternative improvement strategies (investment and policy approaches) and for tracking results 
over time.  
From the review of the TAMP documents submitted by state DOTs, external events such 
as flooding and climate change ranked high in the risk register next to revenue variations which 
was number one. This prompts the need for better data collection during these events. In 
addition, the need for better correlation with expected outcomes versus actual outcomes. There is 
a great need to calibrate these external events especially as the frequency has increased and 
forecasted to continue to increase in the future.  It underscores the need for understanding the 
relationship between resiliency and risk considerations in effective risk management. There is 
need for research to document the extent to which implementation of measures across the risk 
management framework genuinely helps develop the attributes of a resilient transportation 
infrastructure.  
Finally, the review of agencies’ risk registers revealed that all state DOTs have similar 
risks. This is not surprising since DOTs perform similar operations and functions, the only 
difference is geography. For instance, Iowa DOT will never have to deal with hurricanes while 
Texas DOT will never have to deal with the winter weather operations driving the deterioration 
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of its pavement. The similarities of DOT functions and operations promotes the idea of creating a 
dictionary of risks and their possible mitigation taking into context their location and 
management focus. This augments well for a national risk register database to further drive the 
achievement of a national performance paradigm of the NHS. It is hoped that this research 
implementation of a database integration framework will also serve as a template that can lead to 
improved methodologies for integrating risk registers into the agency’s decision-making process 
and to foster a sustainable approach to dealing with uncertainties without undermining 
organizational efficiency. 
 
 
 
